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CVE-2020-28653

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanvnncurmnumsuennan — Gertain versions of Manageengine Opmanager from Zohocorp contain
' the following vulnerability:

Zoho ManageEngine OpManager Stable build before 125203 (and
Released build before 125233) allows Remote Code Execution via the
Smart Update Manager (SUM) servlet.

CVE-2020-28653 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Read me | OpManager Help A CONFIRM www.manageengine.com/network-
monitoring/help/read-me-complete.html#125203

text/html



https://cve.report/
https://cve.report/CVE-2020-28653/mitre
https://cve.report/CVE-2020-28653/nist
https://cve.report/CVE-2020-28653/cve_org
https://cve.report/CVE-2020-28653.pdf
http://cve.report/software/zohocorp/manageengine_opmanager
http://cve.report/vendor/zohocorp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.manageengine.com/network-monitoring/help/read-me-complete.html#125203

Read me | OpManager Help A CONFIRM www.manageengine.com/network-
monitoring/help/read-me-complete.html#125233

text/html

ManageEngine OpManager SumPDU Java [@E MISC
Deserialization = Packet Storm packetstormsecurity.com/files/164231/ManageEngine-

OpManager-SumPDU-Java-Deserialization.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Opmanager All All All All
Application Zohocorp Manageengine Opmanager 12.5 125000 All All
Application Zohocorp Manageengine Opmanager 12.5 125002 All All
Application Zohocorp Manageengine Opmanager 12.5 125100 All All
Application Zohocorp Manageengine Opmanager 12.5 125101 All All
Application Zohocorp Manageengine Opmanager 12.5 125102 All All
Application Zohocorp Manageengine Opmanager 12.5 125108 All All
Application Zohocorp Manageengine Opmanager 12.5 125110 All All
Application Zohocorp Manageengine Opmanager 12.5 125111 All All
Application Zohocorp Manageengine Opmanager 12.5 125112 All All
Application Zohocorp Manageengine Opmanager 12.5 125113 All All
Application Zohocorp Manageengine Opmanager 12.5 125114 All All
Application Zohocorp Manageengine Opmanager 12.5 125116 All All
Application Zohocorp Manageengine Opmanager 12.5 125117 All All
Application Zohocorp Manageengine Opmanager 12.5 125118 All All
Application Zohocorp Manageengine Opmanager 12.5 125120 All All
Application Zohocorp Manageengine Opmanager 12.5 125121 All All
Application Zohocorp Manageengine Opmanager 12.5 125123 All All
Application Zohocorp Manageengine Opmanager 12.5 125124 All All
Application Zohocorp Manageengine Opmanager 12.5 125125 All All
Application Zohocorp Manageengine Opmanager 12.5 125136 All All
Application Zohocorp Manageengine Opmanager 12.5 125137 All All

Application Zohocorp Manageengine Opmanager 12.5 125139 All All
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Application
Application
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Application

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125000

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125002

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125100
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Manageengine Opmanager
Manageengine Opmanager
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Manageengine Opmanager

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125101

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125108

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125110

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125111

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125112

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125114

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125116

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125117

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125118
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akakkakakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125144:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125145:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125156:*:*:*:*:*:*:

dkakukakakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125157:*:*:*:*:*:*:

akLkukokakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125159:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125161 7 :*:*:

KRk okukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125163:*:*:*:*:*:*:

kR kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125174:*:*:*:*:*:*:

kR kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125176:*:*:*:*:*:*:

KRk ok ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125177:**:*:*:*:*:

Kk uk ok kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125178:*:*:*:*:*:*:

KRk ok kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125180:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125192:*:*:*:*:*:*:

Kk kR ok uk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125193:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125194:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125195:*:**:*:*:*:

Kk koK akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125197:*:**:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125198:*:**:*:*:*:

cne'? 3'a'7ohocorn'mananeenaine onmanaaer:12 51959001 -*-*-*-*-%-*.
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akLk Lk okakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125228:*:*:*:*:*:*:

akukLkokakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125229::*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125000:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125002:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125100:*:*:*:*:*:*:

akak kR kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125101 :*:*:*:*:*:*:

akak kR ukak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125108:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125110:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125111 %

dkak kR akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125112:*:*:*:**:*:

Rk ok akakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125114:*:*:**:*:*:

R

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125116:*:*:*:*:*:*:

dkak kR akak,

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125117:*:*:**:*:*:

kKR ok akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125118:*:*:*:*:*:*:



akakakakakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125144:*:*:*:*:*:*:

dkakukakakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125145:*:*:*:*:*:*;

Rk ok akkak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125159:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125161:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125176:*:*:*:*:*:*;

dkak Lk akkuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125177:*:*:*:**:*:

dkak Lk akakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125178:*:*:*:*:*:*:

dkak kR ok uk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125180:*:*:*:*:*:*:

Rk kR ok uk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125192:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125193:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125194:*:*:*:*:*:*:

kak kR akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125195:*:*:*:*:*:*:

S AA S Ll 4Ar MadAr4AAn



akakukakakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125215:*:*:*:*:*:*;

dkakukakakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125216:*:*:*:*:*:*:

dkakukakakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125228:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:build125229:*:*:*:*:*:*:

Lkak Lk uk ok Lk Rk,

cpe:2.3:a:zohocorp:manageengine_opmanager:*:*:*:*:*:*:*:*:

KRk okukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125000:*:*:*:*:*:*:

KKk ok ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125102:*:*:*:*:*:*:

KKk ok kR,

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125108:*:*:*:*:*:*:

Kk koK akuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125113:*:**:*:*:

Kk koK Rk,

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:1251 14

Kk kR akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125116:*:*:*:*:*:*:

Kk koK ak k.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125117:*:* %™



akkkokakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125139:*:*:*:*:*:*:

akLk Lk okakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125140:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125143:*:*:*:*:*:*:

dkakkokakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125144:*:*:*:*:*:*:

dkak Lk okakuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125156:*:*:*:*:*:*:

akakk ok ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125157:*:*:*:*:*:*:

dkakkakukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125158:*:*:*:*:*:*:

Kk kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125159:*:*:*:*:*:*:

KRk ok ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125163:*:*:*:*:*:*:

Kk kR ukuk.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125174:*:*:*:*:*:*:

Kk kR kR,

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125175:*:**:*:*:

KRk ok uakak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125176:*:*:*:*:*:*:

kR koK akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125181 :*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125192:*:*:*:*:*:*:



cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125214:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125215:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125216:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125228:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125230:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125231 " :*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125232:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

Social Mentions

Source

@haxolot2

@_r_netsec

@Myinfosecfeed

@CybrXx0

@ipssignatures

@ipssignatures

@techadversary

@ipssignatures

Title

We have found pre-auth RCE in the popular Network Management Solution OpManager (CVE-2020-
28653). This RCE exploits... twitter.com/i/web/status/1...

CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager haxolot.com/posts/2021/man...

New post: "CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager" ift.tt/3z14uRf

CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager via /r/netsec ift.tt/3i2uDEm

#cybersecurity #netsec #news

| know no IPS that has a protection/signature/rule for the vulnerability CVE-2020-28653. The vuln
was published 173... twitter.com/i/web/status/1...

The vuln CVE-2020-28653 has a tweet created 0 days ago and retweeted 7 times.
twitter.com/_r_netsec/stat... #Svamtscj7b6k54

CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager reddit.com/r/netsec/comme...

The vuln CVE-2020-28653 has a tweet created 0 days ago and retweeted 14 times.
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