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CVE-2020-28653

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Manageengine Opmanager from Zohocorp contain
the following vulnerability:

Zoho ManageEngine OpManager Stable build before 125203 (and
Released build before 125233) allows Remote Code Execution via the
Smart Update Manager (SUM) servlet.

CVSS3 Score: 9.8 - CRITICAL
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CVE References

Description Tags Link

Read me | OpManager Help Release Notes

Vendor Advisory

www.manageengine.com

text/html

 CONFIRM www.manageengine.com/network-
monitoring/help/read-me-complete.html#125203

CVE-2020-28653 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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https://cve.report/
https://cve.report/CVE-2020-28653/mitre
https://cve.report/CVE-2020-28653/nist
https://cve.report/CVE-2020-28653/cve_org
https://cve.report/CVE-2020-28653.pdf
http://cve.report/software/zohocorp/manageengine_opmanager
http://cve.report/vendor/zohocorp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.manageengine.com/network-monitoring/help/read-me-complete.html#125203


Read me | OpManager Help Release Notes

Vendor Advisory

www.manageengine.com

text/html

 CONFIRM www.manageengine.com/network-
monitoring/help/read-me-complete.html#125233

ManageEngine OpManager SumPDU Java
Deserialization ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/164231/ManageEngine-
OpManager-SumPDU-Java-Deserialization.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Opmanager All All All All

Application Zohocorp Manageengine Opmanager 12.5 125000 All All

Application Zohocorp Manageengine Opmanager 12.5 125002 All All

Application Zohocorp Manageengine Opmanager 12.5 125100 All All

Application Zohocorp Manageengine Opmanager 12.5 125101 All All

Application Zohocorp Manageengine Opmanager 12.5 125102 All All

Application Zohocorp Manageengine Opmanager 12.5 125108 All All

Application Zohocorp Manageengine Opmanager 12.5 125110 All All

Application Zohocorp Manageengine Opmanager 12.5 125111 All All

Application Zohocorp Manageengine Opmanager 12.5 125112 All All

Application Zohocorp Manageengine Opmanager 12.5 125113 All All

Application Zohocorp Manageengine Opmanager 12.5 125114 All All

Application Zohocorp Manageengine Opmanager 12.5 125116 All All

Application Zohocorp Manageengine Opmanager 12.5 125117 All All

Application Zohocorp Manageengine Opmanager 12.5 125118 All All

Application Zohocorp Manageengine Opmanager 12.5 125120 All All

Application Zohocorp Manageengine Opmanager 12.5 125121 All All

Application Zohocorp Manageengine Opmanager 12.5 125123 All All

Application Zohocorp Manageengine Opmanager 12.5 125124 All All

Application Zohocorp Manageengine Opmanager 12.5 125125 All All

Application Zohocorp Manageengine Opmanager 12.5 125136 All All

Application Zohocorp Manageengine Opmanager 12.5 125137 All All

Application Zohocorp Manageengine Opmanager 12.5 125139 All All
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Application Zohocorp Manageengine Opmanager 12.5 125140 All All

Application Zohocorp Manageengine Opmanager 12.5 125143 All All

Application Zohocorp Manageengine Opmanager 12.5 125144 All All

Application Zohocorp Manageengine Opmanager 12.5 125145 All All

Application Zohocorp Manageengine Opmanager 12.5 125156 All All

Application Zohocorp Manageengine Opmanager 12.5 125157 All All

Application Zohocorp Manageengine Opmanager 12.5 125158 All All

Application Zohocorp Manageengine Opmanager 12.5 125159 All All

Application Zohocorp Manageengine Opmanager 12.5 125161 All All

Application Zohocorp Manageengine Opmanager 12.5 125163 All All

Application Zohocorp Manageengine Opmanager 12.5 125174 All All

Application Zohocorp Manageengine Opmanager 12.5 125175 All All

Application Zohocorp Manageengine Opmanager 12.5 125176 All All

Application Zohocorp Manageengine Opmanager 12.5 125177 All All

Application Zohocorp Manageengine Opmanager 12.5 125178 All All

Application Zohocorp Manageengine Opmanager 12.5 125180 All All

Application Zohocorp Manageengine Opmanager 12.5 125181 All All

Application Zohocorp Manageengine Opmanager 12.5 125192 All All

Application Zohocorp Manageengine Opmanager 12.5 125193 All All

Application Zohocorp Manageengine Opmanager 12.5 125194 All All

Application Zohocorp Manageengine Opmanager 12.5 125195 All All

Application Zohocorp Manageengine Opmanager 12.5 125196 All All

Application Zohocorp Manageengine Opmanager 12.5 125197 All All

Application Zohocorp Manageengine Opmanager 12.5 125198 All All

Application Zohocorp Manageengine Opmanager 12.5 125201 All All

Application Zohocorp Manageengine Opmanager 12.5 125204 All All

Application Zohocorp Manageengine Opmanager 12.5 125212 All All

Application Zohocorp Manageengine Opmanager 12.5 125213 All All

Application Zohocorp Manageengine Opmanager 12.5 125214 All All

Application Zohocorp Manageengine Opmanager 12.5 125215 All All

Application Zohocorp Manageengine Opmanager 12.5 125216 All All

Application Zohocorp Manageengine Opmanager 12.5 125228 All All

Application Zohocorp Manageengine Opmanager 12.5 125229 All All

Application Zohocorp Manageengine Opmanager 12.5 125230 All All

Application Zohocorp Manageengine Opmanager 12.5 125231 All All

Application Zohocorp Manageengine Opmanager 12.5 125232 All All
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Application Zohocorp Manageengine Opmanager 12.5 125232 All All

Application Zohocorp Manageengine Opmanager 12.5 build125000 All All

Application Zohocorp Manageengine Opmanager 12.5 build125002 All All

Application Zohocorp Manageengine Opmanager 12.5 build125100 All All

Application Zohocorp Manageengine Opmanager 12.5 build125101 All All

Application Zohocorp Manageengine Opmanager 12.5 build125102 All All

Application Zohocorp Manageengine Opmanager 12.5 build125108 All All

Application Zohocorp Manageengine Opmanager 12.5 build125110 All All

Application Zohocorp Manageengine Opmanager 12.5 build125111 All All

Application Zohocorp Manageengine Opmanager 12.5 build125112 All All

Application Zohocorp Manageengine Opmanager 12.5 build125113 All All

Application Zohocorp Manageengine Opmanager 12.5 build125114 All All

Application Zohocorp Manageengine Opmanager 12.5 build125116 All All

Application Zohocorp Manageengine Opmanager 12.5 build125117 All All

Application Zohocorp Manageengine Opmanager 12.5 build125118 All All

Application Zohocorp Manageengine Opmanager 12.5 build125120 All All

Application Zohocorp Manageengine Opmanager 12.5 build125121 All All

Application Zohocorp Manageengine Opmanager 12.5 build125123 All All

Application Zohocorp Manageengine Opmanager 12.5 build125124 All All

Application Zohocorp Manageengine Opmanager 12.5 build125125 All All

Application Zohocorp Manageengine Opmanager 12.5 build125136 All All

Application Zohocorp Manageengine Opmanager 12.5 build125137 All All

Application Zohocorp Manageengine Opmanager 12.5 build125139 All All

Application Zohocorp Manageengine Opmanager 12.5 build125140 All All

Application Zohocorp Manageengine Opmanager 12.5 build125143 All All

Application Zohocorp Manageengine Opmanager 12.5 build125144 All All

Application Zohocorp Manageengine Opmanager 12.5 build125145 All All

Application Zohocorp Manageengine Opmanager 12.5 build125156 All All

Application Zohocorp Manageengine Opmanager 12.5 build125157 All All

Application Zohocorp Manageengine Opmanager 12.5 build125158 All All

Application Zohocorp Manageengine Opmanager 12.5 build125159 All All

Application Zohocorp Manageengine Opmanager 12.5 build125161 All All

Application Zohocorp Manageengine Opmanager 12.5 build125163 All All

Application Zohocorp Manageengine Opmanager 12.5 build125174 All All

Application Zohocorp Manageengine Opmanager 12.5 build125175 All All

Application Zohocorp Manageengine Opmanager 12.5 build125176 All All
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Application Zohocorp Manageengine Opmanager 12.5 build125177 All All

Application Zohocorp Manageengine Opmanager 12.5 build125178 All All

Application Zohocorp Manageengine Opmanager 12.5 build125180 All All

Application Zohocorp Manageengine Opmanager 12.5 build125181 All All

Application Zohocorp Manageengine Opmanager 12.5 build125192 All All

Application Zohocorp Manageengine Opmanager 12.5 build125193 All All

Application Zohocorp Manageengine Opmanager 12.5 build125194 All All

Application Zohocorp Manageengine Opmanager 12.5 build125195 All All

Application Zohocorp Manageengine Opmanager 12.5 build125196 All All

Application Zohocorp Manageengine Opmanager 12.5 build125197 All All

Application Zohocorp Manageengine Opmanager 12.5 build125198 All All

Application Zohocorp Manageengine Opmanager 12.5 build125201 All All

Application Zohocorp Manageengine Opmanager 12.5 build125204 All All

Application Zohocorp Manageengine Opmanager 12.5 build125212 All All

Application Zohocorp Manageengine Opmanager 12.5 build125213 All All

Application Zohocorp Manageengine Opmanager 12.5 build125214 All All

Application Zohocorp Manageengine Opmanager 12.5 build125215 All All

Application Zohocorp Manageengine Opmanager 12.5 build125216 All All

Application Zohocorp Manageengine Opmanager 12.5 build125228 All All

Application Zohocorp Manageengine Opmanager 12.5 build125229 All All

Application Zohocorp Manageengine Opmanager 12.5 build125230 All All

Application Zohocorp Manageengine Opmanager 12.5 build125231 All All

Application Zohocorp Manageengine Opmanager 12.5 build125232 All All

Application Zohocorp Manageengine Opmanager All All All All

Application Zohocorp Manageengine Opmanager 12.5 125000 All All

Application Zohocorp Manageengine Opmanager 12.5 125002 All All

Application Zohocorp Manageengine Opmanager 12.5 125100 All All

Application Zohocorp Manageengine Opmanager 12.5 125101 All All

Application Zohocorp Manageengine Opmanager 12.5 125102 All All

Application Zohocorp Manageengine Opmanager 12.5 125108 All All

Application Zohocorp Manageengine Opmanager 12.5 125110 All All

Application Zohocorp Manageengine Opmanager 12.5 125111 All All

Application Zohocorp Manageengine Opmanager 12.5 125112 All All

Application Zohocorp Manageengine Opmanager 12.5 125113 All All

Application Zohocorp Manageengine Opmanager 12.5 125114 All All
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Application Zohocorp Manageengine Opmanager 12.5 125116 All All

Application Zohocorp Manageengine Opmanager 12.5 125117 All All

Application Zohocorp Manageengine Opmanager 12.5 125118 All All

Application Zohocorp Manageengine Opmanager 12.5 125120 All All

Application Zohocorp Manageengine Opmanager 12.5 125121 All All

Application Zohocorp Manageengine Opmanager 12.5 125123 All All

Application Zohocorp Manageengine Opmanager 12.5 125124 All All

Application Zohocorp Manageengine Opmanager 12.5 125125 All All

Application Zohocorp Manageengine Opmanager 12.5 125136 All All

Application Zohocorp Manageengine Opmanager 12.5 125137 All All

Application Zohocorp Manageengine Opmanager 12.5 125139 All All

Application Zohocorp Manageengine Opmanager 12.5 125140 All All

Application Zohocorp Manageengine Opmanager 12.5 125143 All All

Application Zohocorp Manageengine Opmanager 12.5 125144 All All

Application Zohocorp Manageengine Opmanager 12.5 125145 All All

Application Zohocorp Manageengine Opmanager 12.5 125156 All All

Application Zohocorp Manageengine Opmanager 12.5 125157 All All

Application Zohocorp Manageengine Opmanager 12.5 125158 All All

Application Zohocorp Manageengine Opmanager 12.5 125159 All All

Application Zohocorp Manageengine Opmanager 12.5 125161 All All

Application Zohocorp Manageengine Opmanager 12.5 125163 All All

Application Zohocorp Manageengine Opmanager 12.5 125174 All All

Application Zohocorp Manageengine Opmanager 12.5 125175 All All

Application Zohocorp Manageengine Opmanager 12.5 125176 All All

Application Zohocorp Manageengine Opmanager 12.5 125177 All All

Application Zohocorp Manageengine Opmanager 12.5 125178 All All

Application Zohocorp Manageengine Opmanager 12.5 125180 All All

Application Zohocorp Manageengine Opmanager 12.5 125181 All All

Application Zohocorp Manageengine Opmanager 12.5 125192 All All

Application Zohocorp Manageengine Opmanager 12.5 125193 All All

Application Zohocorp Manageengine Opmanager 12.5 125194 All All

Application Zohocorp Manageengine Opmanager 12.5 125195 All All

Application Zohocorp Manageengine Opmanager 12.5 125196 All All

Application Zohocorp Manageengine Opmanager 12.5 125197 All All

Application Zohocorp Manageengine Opmanager 12.5 125198 All All

Application Zohocorp Manageengine Opmanager 12.5 125201 All All
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Application Zohocorp Manageengine Opmanager 12.5 125201 All All

Application Zohocorp Manageengine Opmanager 12.5 125204 All All

Application Zohocorp Manageengine Opmanager 12.5 125212 All All

Application Zohocorp Manageengine Opmanager 12.5 125213 All All

Application Zohocorp Manageengine Opmanager 12.5 125214 All All

Application Zohocorp Manageengine Opmanager 12.5 125215 All All

Application Zohocorp Manageengine Opmanager 12.5 125216 All All

Application Zohocorp Manageengine Opmanager 12.5 125228 All All

Application Zohocorp Manageengine Opmanager 12.5 125229 All All

Application Zohocorp Manageengine Opmanager 12.5 125230 All All

Application Zohocorp Manageengine Opmanager 12.5 125231 All All

Application Zohocorp Manageengine Opmanager 12.5 125232 All All

cpe:2.3:a:zohocorp:manageengine_opmanager:*:*:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125000:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125002:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125100:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125101:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125102:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125108:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125110:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125111:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125112:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125113:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125114:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125116:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125117:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125118:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125120:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125121:*:*:*:*:*:*:
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cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125181:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125192:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125193:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125194:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125195:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @haxolot2 We have found pre-auth RCE in the popular Network Management Solution OpManager (CVE-2020-
28653). This RCE exploits… twitter.com/i/web/status/1…

2021-07-26
18:24:04

 @_r_netsec CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager haxolot.com/posts/2021/man… 2021-07-26
18:28:06

@Myinfosecfeed
New post: "CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager" ift.tt/3zI4uRf 2021-07-26

18:48:08

 @CybrXx0 CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager via /r/netsec ift.tt/3i2uDEm
#cybersecurity #netsec #news

2021-07-26
18:59:23

@ipssignatures
I know no IPS that has a protection/signature/rule for the vulnerability CVE-2020-28653. The vuln
was published 173… twitter.com/i/web/status/1…

2021-07-26
23:04:00

@ipssignatures
The vuln CVE-2020-28653 has a tweet created 0 days ago and retweeted 7 times.
twitter.com/_r_netsec/stat… #Svamtscj7b6k54

2021-07-26
23:04:01

@techadversary
CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager reddit.com/r/netsec/comme… 2021-07-27

03:11:32

@ipssignatures
The vuln CVE-2020-28653 has a tweet created 0 days ago and retweeted 14 times.
twitter.com/_r_netsec/stat… #pow1rtrtwwcve

2021-07-27
05:06:00

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125196:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125197:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125198:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125201:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125204:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125212:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125213:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125214:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125215:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125216:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125228:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125229:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125230:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125231:*:*:*:*:*:*:

cpe:2.3:a:zohocorp:manageengine_opmanager:12.5:125232:*:*:*:*:*:*:

https://twitter.com/i/web/status/1419725219644813316
https://haxolot.com/posts/2021/manageengine_opmanager_pre_auth_rce/
https://ift.tt/3zI4uRf
https://ift.tt/3i2uDEm
https://twitter.com/i/web/status/1419795669976498178
https://twitter.com/_r_netsec/status/1419726236083888130
https://www.reddit.com/r/netsec/comments/os4r5k/cve202028653_preauth_rce_in_manageengine_opmanager/?utm_source=dlvr.it&utm_medium=twitter
https://twitter.com/_r_netsec/status/1419726236083888130


← Previous ID Next ID→

 @zertux6 CVE-2020-28653 twitter.com/infosec_au/sta… 2021-07-27
07:08:57

 @KeoXes CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager: ift.tt/3zI4uRf #follow & #RT
#cybersecurity #infosec

2021-07-27
08:33:23

 @W3BGUY CVE-2020-28653 - Pre-Auth RCE in ManageEngine OPManager haxolot.com/posts/2021/man… 2021-07-27
14:47:58

@goby77463399
#cve New vulnerability: ManageEngine OpManager RCE (CVE-2020-28653)? （RedTeam
version） More Vulnerabilities,… twitter.com/i/web/status/1…

2021-08-10
08:34:31

@Attackerkb_Bot
A new #attackerkb assesment on 'CVE-2020-28653' has been created by zeroSteiner. Attacker
Value: 4 | Exploitability… twitter.com/i/web/status/1…

2021-09-14
20:05:36

@ipssignatures
It's new to me that Hillstone has a protection/signature/rule for the vulnerability CVE-2020-28653.…
twitter.com/i/web/status/1…

2021-10-11
10:02:01

@ipssignatures
It is the first time for me to know a protection/signature/rule for the vulnerability CVE-2020-28653.
#Svamtscj7b6k54

2021-10-11
10:02:01

@RemotelyAlerts
Severity: ??? | Zoho ManageEngine OpManager Stable build... | CVE-2020-28653 | Link for more:
alerts.remotelyrmm.com/CVE-2020-28653

2022-04-18
16:29:20

 /r/netsec CVE-2020-28653 Pre-Auth RCE in ManageEngine OPManager 2021-07-26
18:24:16
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