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Summary

CVE CVE-2020-28695

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-26 18:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description Askey Fiber Router RTF3505VW-N1 BR_SV_g000_R3505VWN1001_s32_7 devices allow Remote Code Execution and retrieval of admin credentials to log into the Dashboard or login via SSH, leading to code execution as root.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Askey Rtf3505vw-n1 Br Sv G000 R3505vwn1001 S32 7 - All All All

Operating System Askey Rtf3505vw-n1 Br Sv G000 R3505vwn1001 S32 7 Firmware - All All All

References

Reference Source Link Tags

CVE-2020–28695. Remote Code Execution (RCE)… | by Cr1pt0 | Mar, 2021 | Medium MISC cr1pt0.medium.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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