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Summary

CVE CVE-2020-2875

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-15 14:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description Vulnerability in the MySQL Connectors product of Oracle MySQL (component: Connector/J). Supported versions that are affected are 8.0.14 and prior and 5.1.48 and prior. Difficult to exploit vulnerability allows unauthenticated attacker with network access via multiple protocols to compromise MySQL Connectors. Successful attacks require human interaction from a person other than the attacker and while the vulnerability is in MySQL Connectors, attacks may significantly impact additional products. Successful attacks of this vulnerability can result in unauthorized update, insert or delete access to some of MySQL Connectors accessible data as well as unauthorized read access to a subset of MySQL Connectors accessible data. CVSS 3.0 Base Score 4.7 (Confidentiality and Integrity impacts). CVSS Vector: (CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Oracle Mysql Connector/j All All All All

Application Oracle Mysql Connector/j All All All All

References

Reference Source Link

MySQL: Multiple vulnerabilities (GLSA 202105-27) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 33 Update: mysql-connector-java-8.0.21-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Oracle Critical Patch Update Advisory - April 2020 MISC www.oracle.com

Debian -- Security Information -- DSA-4703-1 mysql-connector-java DEBIAN www.debian.org

[SECURITY] Fedora 33 Update: mysql-connector-java-8.0.21-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: mysql-connector-java-8.0.21-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 2245-1] mysql-connector-java security update MLIST lists.debian.org

[SECURITY] Fedora 32 Update: mysql-connector-java-8.0.21-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

710088 Gentoo Linux MySQL Multiple vulnerabilities (GLSA 202105-27)

750930 OpenSUSE Security Update for mysql-connector-java (openSUSE-SU-2021:2622-1)

750956 OpenSUSE Security Update for mysql-connector-java (openSUSE-SU-2021:1126-1)

751055 SUSE Enterprise Linux Security Update for mysql-connector-java (SUSE-SU-2021:2877-1)
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