
CVE-2020-28899
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-28899

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-16 17:15:00 UTC

Updated 2021-03-22 20:29:00 UTC

Description The Web CGI Script on ZyXEL LTE4506-M606 V1.00(ABDO.2)C0 devices does not require authentication, which allows remote unauthenticated attackers (via crafted JSON action data to /cgi-bin/gui.cgi) to use all features provided by the router. Examples: change the router password, retrieve the Wi-Fi passphrase, send an SMS message, or modify the IP forwarding to access the internal network.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Lte4506-m606 - All All All

Operating System Zyxel Lte4506-m606 Firmware All All All All

Hardware Zyxel Lte7460-m608 - All All All

Operating System Zyxel Lte7460-m608 Firmware All All All All

Hardware Zyxel Wah7706 - All All All

Operating System Zyxel Wah7706 Firmware All All All All

References

Reference Source Link Tags

Zyxel security advisory for CGI vulnerability of LTE | Zyxel CONFIRM www.zyxel.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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