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Certain versions of Kata-containers from Katacontainers contain the
following vulnerability:

An improper file permissions vulnerability affects Kata Containers prior
to 1.11.5. When using a Kubernetes hostPath volume and mounting
either a file or directory into a container as readonly, the file/directory is
mounted as readOnly inside the container, but is still writable inside the
guest. For a container breakout situation, a malicious guest can

potentially modify or delete files/directories expected to be read-only.

CVSS3 Score: 7.1 - HIGH
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UNCHANGED NONE HIGH HIGH

CVSS2 Score: 3.6 - LOW
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NONE PARTIAL PARTIAL

CVE References

Description Tags Link

Backports: Read-only mount fixes for 1.11 by amshinde · Pull Request #3051
· kata-containers/runtime · GitHub

Third Party Advisory

github.com

 MISC github.com/kata-
containers/runtime/pull/3051

CVE-2020-28914 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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github.com

text/html

Release # Release 1.12.0 · kata-containers/runtime · GitHub Release Notes

Third Party Advisory

github.com

text/html

 MISC github.com/kata-
containers/runtime/releases/tag/1.12.0

readonly volume should be bind mounted readonly on the host by bergwolf ·
Pull Request #3042 · kata-containers/runtime · GitHub

Third Party Advisory

github.com

text/html

 MISC github.com/kata-
containers/runtime/pull/3042

Release # Release 1.11.5 · kata-containers/runtime · GitHub Release Notes

Third Party Advisory

github.com

text/html

 MISC github.com/kata-
containers/runtime/releases/tag/1.11.5

runtime: readonly volume should be bind mounted readonly on the host by
bergwolf · Pull Request #1062 · kata-containers/kata-containers · GitHub

Third Party Advisory

github.com

text/html

 MISC github.com/kata-
containers/kata-containers/pull/1062

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Katacontainers Kata-containers All All All All

Application Katacontainers Kata-containers All All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @securibee @Bugcrowd Big bugs - bitbucket pipelines kata containers build container escape:
bugcrowd.com/blog/big-bugs-…
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