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CVE CVE-2020-28924
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2020-11-19 20:15:00 UTC
Updated 2023-11-07 03:21:00 UTC
Description An issue was discovered in Rclone before 1.53.3. Due to the use of a weak random number generator, the password genet

1|

Problem Types: CWE-331 | CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All
Application Rclone Rclone All All All All
Application Rclone Rclone All All All All

References |
Reference Source Link Tags
Rclone downloads MISC rclone.org Venc
[SECURITY] Fedora 33 Update: rclone-1.53.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
rclone: Weak random number generation (GLSA 202107-14) — Gentoo security GENTOO  security.gentoo.org
[SECURITY] Fedora 33 Update: rclone-1.53.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
Rclone generating weak passwords - CVE-2020-28924 - Issue #4783 - rclone/rclone - GitHub MISC github.com Explc
CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano

/

No vendor comments have been submitted for this CVE.
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https://security.gentoo.org/glsa/202107-14
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UJIFT24Q6EFXLQZ24AER2QGFFZLMIPCD/
https://github.com/rclone/rclone/issues/4783
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https://nvd.nist.gov/vuln/detail/CVE-2020-28924

710062 Gentoo Linux rclone Weak random number generation (GLSA 202107-14)
750561 OpenSUSE Security Update for rclone (openSUSE-SU-2020:2035-1)
750576 OpenSUSE Security Update for rclone (openSUSE-SU-2020:2008-1)

982012 Go (go) Security Update for github.com/rclone/rclone (GHSA-rmw5-xpg9-jr29)
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