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Summary

CVE CVE-2020-28924

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-19 20:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description An issue was discovered in Rclone before 1.53.3. Due to the use of a weak random number generator, the password generator has been producing weak passwords with much less entropy than advertised. The suggested passwords depend deterministically on the time the second rclone was started. This limits the entropy of the passwords enormously. These passwords are often used in the crypt backend for encryption of data. It would be possible to make a dictionary of all possible passwords with about 38 million entries per password length. This would make decryption of secret material possible with a plausible amount of effort. NOTE: all passwords generated by affected versions should be changed.

Risk And Classification

Problem Types: CWE-331 | CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Application Rclone Rclone All All All All

Application Rclone Rclone All All All All

References

Reference Source Link Tags

Rclone downloads MISC rclone.org Vendor Advisory

[SECURITY] Fedora 33 Update: rclone-1.53.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

rclone: Weak random number generation (GLSA 202107-14) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 33 Update: rclone-1.53.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Rclone generating weak passwords - CVE-2020-28924 · Issue #4783 · rclone/rclone · GitHub MISC github.com Exploit, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

710062 Gentoo Linux rclone Weak random number generation (GLSA 202107-14)

750561 OpenSUSE Security Update for rclone (openSUSE-SU-2020:2035-1)

750576 OpenSUSE Security Update for rclone (openSUSE-SU-2020:2008-1)

982012 Go (go) Security Update for github.com/rclone/rclone (GHSA-rmw5-xpg9-jr29)
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