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CVE CVE-2020-28926
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-30 18:15:00 UTC
Updated 2022-08-06 03:48:00 UTC
Description ReadyMedia (aka MiniDLNA) before versions 1.3.0 allows remote code execution. Sending a malicious UPnP HTTP reques
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Readymedia Project Readymedia All All All All
Application Readymedia Project Readymedia All All All All
References

Reference Source
[SECURITY] [DLA 2489-1] minidlna security update MLIST
Debian -- Security Information -- DSA-4806-1 minidina DEBIAN

Rootshell Discover Remote Heap Corruption Bug Within MiniDLNA And Develop Proof Of Concept Exploit | Rootshell Security MISC

ReadyMedia download | SourceForge.net MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2020-28926/mitre
https://cve.report/CVE-2020-28926/nist
https://cve.report/CVE-2020-28926/cve_org
https://cve.report/CVE-2020-28926.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/readymedia_project
http://cve.report/software/readymedia_project/readymedia
http://cve.report/vendor/readymedia_project
http://cve.report/software/readymedia_project/readymedia
https://lists.debian.org/debian-lts-announce/2020/12/msg00017.html
https://www.debian.org/security/2020/dsa-4806
https://www.rootshellsecurity.net/remote-heap-corruption-bug-discovery-minidlna/
https://sourceforge.net/projects/minidlna/
https://www.cve.org/CVERecord?id=CVE-2020-28926
https://nvd.nist.gov/vuln/detail/CVE-2020-28926

501073 Alpine Linux Security Update for minidina
505063 Alpine Linux Security Update for minidina
750684 OpenSUSE Security Update for minidina (openSUSE-SU-2020:2194-1)

750685 OpenSUSE Security Update for minidina (openSUSE-SU-2020:2160-1)
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