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Summary

CVE CVE-2020-29001

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:15:00 UTC

Updated 2021-02-03 01:26:00 UTC

Description An issue was discovered on Geeni GNC-CW028 Camera 2.7.2, Geeni GNC-CW025 Doorbell 2.9.5, Merkury MI-CW024 Doorbell 2.9.6, and Merkury MI-CW017 Camera 2.9.6 devices. A vulnerability exists in the RESTful Services API that allows a remote attacker to take full control of the camera with a high-privileged account. The vulnerability exists because a static username and password are compiled into the ppsapp RESTful application.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Merkuryinnovations Geeni Gnc-cw025 - All All All

Hardware Merkuryinnovations Geeni Gnc-cw025 - All All All

Operating System Merkuryinnovations Geeni Gnc-cw025 Firmware 2.9.5 All All All

Operating System Merkuryinnovations Geeni Gnc-cw025 Firmware 2.9.5 All All All

Hardware Merkuryinnovations Geeni Gnc-cw028 - All All All

Hardware Merkuryinnovations Geeni Gnc-cw028 - All All All

Operating System Merkuryinnovations Geeni Gnc-cw028 Firmware 2.7.2 All All All

Operating System Merkuryinnovations Geeni Gnc-cw028 Firmware 2.7.2 All All All

Hardware Merkuryinnovations Merkury Mi-cw017 - All All All

Hardware Merkuryinnovations Merkury Mi-cw017 - All All All

Operating System Merkuryinnovations Merkury Mi-cw017 Firmware 2.9.6 All All All

Operating System Merkuryinnovations Merkury Mi-cw017 Firmware 2.9.6 All All All

Hardware Merkuryinnovations Merkury Mi-cw024 - All All All

Hardware Merkuryinnovations Merkury Mi-cw024 - All All All

Operating System Merkuryinnovations Merkury Mi-cw024 Firmware 2.9.6 All All All

Operating System Merkuryinnovations Merkury Mi-cw024 Firmware 2.9.6 All All All
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References

Reference Source Link Tags

CVE-2020-29001 · GitHub MISC gist.github.com Exploit, Third Party Advisory

My Geeni MISC support.mygeeni.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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