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Summary

CVE CVE-2020-29057

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-24 21:15:00 UTC

Updated 2021-03-11 21:02:00 UTC

Description An issue was discovered on CDATA 72408A, 9008A, 9016A, 92408A, 92416A, 9288, 97016, 97024P, 97028P, 97042P, 97084P, 97168P, FD1002S, FD1104, FD1104B, FD1104S, FD1104SN, FD1108S, FD1204S-R2, FD1204SN, FD1204SN-R2, FD1208S-R2, FD1216S-R1, FD1608GS, FD1608SN, FD1616GS, FD1616SN, and FD8000 devices. It allows remote attackers to cause a denial of service (reboot) by sending random bytes to the telnet server on port 23, aka a "shawarma" attack.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cdatatec 72408a - All All All

Hardware Cdatatec 72408a - All All All

Operating System Cdatatec 72408a Firmware 1.2.2 All All All

Operating System Cdatatec 72408a Firmware 2.4.03_000 All All All

Operating System Cdatatec 72408a Firmware 2.4.04_001 All All All

Operating System Cdatatec 72408a Firmware 2.4.05_000 All All All

Operating System Cdatatec 72408a Firmware 1.2.2 All All All

Operating System Cdatatec 72408a Firmware 2.4.03_000 All All All

Operating System Cdatatec 72408a Firmware 2.4.04_001 All All All

Operating System Cdatatec 72408a Firmware 2.4.05_000 All All All

Hardware Cdatatec 9008a - All All All

Hardware Cdatatec 9008a - All All All

Operating System Cdatatec 9008a Firmware 1.2.2 All All All

Operating System Cdatatec 9008a Firmware 2.4.03_000 All All All

Operating System Cdatatec 9008a Firmware 2.4.04_001 All All All

Operating System Cdatatec 9008a Firmware 2.4.05_000 All All All

Operating System Cdatatec 9008a Firmware 1.2.2 All All All

https://cve.report/
https://cve.report/CVE-2020-29057/mitre
https://cve.report/CVE-2020-29057/nist
https://cve.report/CVE-2020-29057/cve_org
https://cve.report/api/cve/CVE-2020-29057.json
https://cve.report/CVE-2020-29057.pdf
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/72408a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a_firmware
http://cve.report/vendor/cdatatec
http://cve.report/software/cdatatec/9008a_firmware


Operating System Cdatatec 9008a Firmware 1.2.2 All All All

Operating System Cdatatec 9008a Firmware 2.4.03_000 All All All

Operating System Cdatatec 9008a Firmware 2.4.04_001 All All All

Operating System Cdatatec 9008a Firmware 2.4.05_000 All All All

Hardware Cdatatec 9016a - All All All

Hardware Cdatatec 9016a - All All All

Operating System Cdatatec 9016a Firmware 1.2.2 All All All

Operating System Cdatatec 9016a Firmware 2.4.03_000 All All All

Operating System Cdatatec 9016a Firmware 2.4.04_001 All All All

Operating System Cdatatec 9016a Firmware 2.4.05_000 All All All

Operating System Cdatatec 9016a Firmware 1.2.2 All All All

Operating System Cdatatec 9016a Firmware 2.4.03_000 All All All

Operating System Cdatatec 9016a Firmware 2.4.04_001 All All All

Operating System Cdatatec 9016a Firmware 2.4.05_000 All All All

Hardware Cdatatec 92408a - All All All

Hardware Cdatatec 92408a - All All All

Operating System Cdatatec 92408a Firmware 1.2.2 All All All

Operating System Cdatatec 92408a Firmware 2.4.03_000 All All All

Operating System Cdatatec 92408a Firmware 2.4.04_001 All All All

Operating System Cdatatec 92408a Firmware 2.4.05_000 All All All

Operating System Cdatatec 92408a Firmware 1.2.2 All All All

Operating System Cdatatec 92408a Firmware 2.4.03_000 All All All

Operating System Cdatatec 92408a Firmware 2.4.04_001 All All All

Operating System Cdatatec 92408a Firmware 2.4.05_000 All All All

Hardware Cdatatec 92416a - All All All

Hardware Cdatatec 92416a - All All All

Operating System Cdatatec 92416a Firmware 1.2.2 All All All

Operating System Cdatatec 92416a Firmware 2.4.03_000 All All All

Operating System Cdatatec 92416a Firmware 2.4.04_001 All All All

Operating System Cdatatec 92416a Firmware 2.4.05_000 All All All

Operating System Cdatatec 92416a Firmware 1.2.2 All All All

Operating System Cdatatec 92416a Firmware 2.4.03_000 All All All

Operating System Cdatatec 92416a Firmware 2.4.04_001 All All All

Operating System Cdatatec 92416a Firmware 2.4.05_000 All All All

Hardware Cdatatec 9288 - All All All

Hardware Cdatatec 9288 - All All All
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Operating System Cdatatec Fd1616sn Firmware 2.4.05_000 All All All

Operating System Cdatatec Fd1616sn Firmware 1.2.2 All All All

Operating System Cdatatec Fd1616sn Firmware 2.4.03_000 All All All

Operating System Cdatatec Fd1616sn Firmware 2.4.04_001 All All All

Operating System Cdatatec Fd1616sn Firmware 2.4.05_000 All All All

Hardware Cdatatec Fd8000 - All All All

Hardware Cdatatec Fd8000 - All All All

Operating System Cdatatec Fd8000 Firmware 1.2.2 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.03_000 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.04_001 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.05_000 All All All

Operating System Cdatatec Fd8000 Firmware 1.2.2 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.03_000 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.04_001 All All All

Operating System Cdatatec Fd8000 Firmware 2.4.05_000 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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