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Summary

CVE CVE-2020-29072

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-25 03:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description A Cross-Site Script Inclusion vulnerability was found on LiquidFiles before 3.3.19. This client-side attack requires user interaction (opening a link) and successful exploitation could lead to encrypted e-mail content leakage via messages/sent?format=js and popup?format=js.

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liquidfiles Liquidfiles All All All All

Application Liquidfiles Liquidfiles All All All All

References

Reference Source Link Tags

Advisory Information | Leandro's site MISC lean0x2f.github.io Exploit, Third Party Advisory

Release Notes Version 3.3.x | LiquidFiles Documentation MISC man.liquidfiles.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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