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Summary

CVE CVE-2020-29138

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-27 16:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description Incorrect Access Control in the configuration backup path in SAGEMCOM F@ST3486 NET DOCSIS 3.0, software NET_4.109.0, allows remote unauthenticated users to download the router configuration file via the /backupsettings.conf URI, when any valid session is running.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sagemcom F@st 3486 Router 3.0 All All All

Hardware Sagemcom F@st 3486 Router 3.0 All All All

Operating System Sagemcom F@st 3486 Router Firmware 4.109.0 All All All

Operating System Sagemcom F@st 3486 Router Firmware 4.109.0 All All All

References

Reference

Medium

CVE 2020–29138 — Improper Access Control in the SAGEMCOM router, model F@ST 3486 running NET_4.109.0 | by Alexandre Vieira | Nov, 2020 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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