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CVE CVE-2020-29394
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-30 19:15:00 UTC
Updated 2023-02-03 18:42:00 UTC
Description A buffer overflow in the dlt_filter_load function in dlt_common.c from dlt-daemon through 2.18.5 (GENIVI Diagnostic Log an
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Dlt-daemon Project Dlt-daemon 2.18.5 All All All

Application Dlt-daemon Project Dlt-daemon All All All All

Application Genivi Diagnostic Log And Trace All All All All
References

Reference Source

fscanf() uses dynamic formatting to prevent buffer overflow by Kevin-Luong - Pull Request #288 - GENIVI/dit-daemon - GitHub ~ MISC

[SECURITY] [DLA 3231-1] dlt-daemon security update MLIST
dlt_common: Fix buffer overflow in dlt_filter_load by gy741 - Pull Request #275 - GENIVI/dit-daemon - GitHub MISC
stack buffer overflow in dit_filter_load - Issue #274 - GENIVI/dIt-daemon - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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180774 Debian Security Update for dlt-daemon (CVE-2020-29394)

181308 Debian Security Update for dlt-daemon (DLA 3231-1)
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