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Summary

CVE CVE-2020-29396

State PUBLIC

Assigner security@odoo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-22 17:15:00 UTC

Updated 2023-02-02 22:21:00 UTC

Description A sandboxing issue in Odoo Community 11.0 through 13.0 and Odoo Enterprise 11.0 through 13.0, when running with Python 3.6 or later, allows remote authenticated users to execute arbitrary code, leading to privilege escalation.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Odoo Odoo All All All All

Application Odoo Odoo All All All All

Application Python Python All All All All

Application Python Python All All All All

References

Reference Source Link

[SEC] CVE-2020-29396 - Affects: Odoo 11.0 through 14.0 (Community a... · Issue #63712 · odoo/odoo · GitHub MISC github.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Toufik Ben Jaa

LEGACY: Stéphane Debauche

LEGACY: Benoît FONTAINE

https://cve.report/
https://cve.report/CVE-2020-29396/mitre
https://cve.report/CVE-2020-29396/nist
https://cve.report/CVE-2020-29396/cve_org
https://cve.report/CVE-2020-29396.pdf
http://cve.report/vendor/odoo
http://cve.report/software/odoo/odoo
http://cve.report/vendor/odoo
http://cve.report/software/odoo/odoo
http://cve.report/vendor/python
http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python
https://github.com/odoo/odoo/issues/63712
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2020-29396
https://nvd.nist.gov/vuln/detail/CVE-2020-29396


LEGACY: Benoît FONTAINE

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

900046 CBL-Mariner Linux Security Update for python3 3.7.9

902871 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (3706)

http://cve.report/qid/900046
http://cve.report/qid/902871
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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