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Summary

CVE CVE-2020-29437

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-05 21:15:00 UTC

Updated 2021-01-07 17:39:00 UTC

Description SQL injection in the Buzz module of OrangeHRM through 4.6 allows remote authenticated attackers to execute arbitrary SQL commands via the orangehrmBuzzPlugin/lib/dao/BuzzDao.php loadMorePostsForm[profileUserId] parameter to the buzz/loadMoreProfile endpoint.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Orangehrm Orangehrm All All All All

Application Orangehrm Orangehrm All All All All

References

Reference Source Link Tags

Releases · orangehrm/orangehrm · GitHub CONFIRM github.com Release Notes, Third Party Advisory

security issue · Issue #695 · orangehrm/orangehrm · GitHub MISC github.com Third Party Advisory

Horizon3.ai - Red Teaming as a Service MISC www.horizon3.ai Exploit, Third Party Advisory

OHRM-948:Applied buzz fix by RajithaKumara · Pull Request #699 · orangehrm/orangehrm · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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