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Summary

CVE CVE-2020-29472

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-24 20:15:00 UTC

Updated 2021-04-22 13:14:00 UTC

Description EGavilan Media Under Construction page with cPanel 1.0 contains a SQL injection vulnerability. An attacker can gain Admin Panel access using malicious SQL injection queries to perform remote arbitrary code execution.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Egavilanmedia Under Construction Page With Cpanel 1.0 All All All

Application Egavilanmedia Under Construction Page With Cpanel 1.0 All All All

References

Reference Source

Under Construction Page with CPanel 1.0 - SQL injection - Multiple webapps Exploit MISC

CVE-2020–29472 Under Construction Page with CPanel 1.0 — SQL injection | by Mayur Parmar | Apr, 2021 | System Weakness MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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