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Summary

CVE CVE-2020-29494

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-14 21:15:00 UTC

Updated 2021-01-21 18:04:00 UTC

Description Dell EMC Avamar Server, versions 19.1, 19.2, 19.3, contain a Path Traversal Vulnerability in PDM. A remote user could potentially exploit this vulnerability, to gain unauthorized write access to the arbitrary files stored on the server filesystem, causing deletion of arbitrary files.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Avamar Server 19.1 All All All

Application Dell Emc Avamar Server 19.2 All All All

Application Dell Emc Avamar Server 19.3 All All All

Application Dell Emc Avamar Server 19.1 All All All

Application Dell Emc Avamar Server 19.2 All All All

Application Dell Emc Avamar Server 19.3 All All All

Application Dell Emc Integrated Data Protection Appliance 2.5 All All All

Application Dell Emc Integrated Data Protection Appliance 2.6 All All All

Application Dell Emc Integrated Data Protection Appliance 2.5 All All All

Application Dell Emc Integrated Data Protection Appliance 2.6 All All All

References

Reference Source Link Tags

DSA-2020-272 Dell EMC Avamar Server Security Update for Multiple Vulnerabilities | Dell US CONFIRM www.dell.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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