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Summary

CVE CVE-2020-29511

State PUBLIC

Assigner responsibledisclosure@mattermost.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-14 20:15:00 UTC

Updated 2023-07-27 15:19:00 UTC

Description The encoding/xml package in Go (all versions) does not correctly preserve the semantics of element namespace prefixes during tokenization round-trips, which allows an attacker to craft inputs that behave in conflicting ways during different stages of processing in affected downstream applications.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Golang Go All All All All

Application Golang Go All All All All

Application Netapp Trident - All All All

Application Netapp Trident - All All All

References

Reference Source Link Tags

xml-roundtrip-validator/unstable-elements.md at master · mattermost/xml-roundtrip-validator · GitHub MISC github.com Third Party Advisory

December 2020 Golang Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

503185 Alpine Linux Security Update for go

506078 Alpine Linux Security Update for go
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506078 Alpine Linux Security Update for go

670178 EulerOS Security Update for golang (EulerOS-SA-2021-1678)

673378 EulerOS Security Update for golang (EulerOS-SA-2023-2786)

673460 EulerOS Security Update for golang (EulerOS-SA-2023-2810)

900203 CBL-Mariner Linux Security Update for golang 1.15.13

900323 CBL-Mariner Linux Security Update for golang 1.16.7

901057 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (6449)

903385 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (3677)

907511 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (6449-1)

907757 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (3677-1)

907839 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (6449-2)
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