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Summary

CVE CVE-2020-29537

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-29 07:15:00 UTC

Updated 2021-02-03 19:05:00 UTC

Description Archer before 6.8 P2 (6.8.0.2) is affected by an open redirect vulnerability. A remote privileged attacker may potentially redirect legitimate users to arbitrary web sites and conduct phishing attacks. The attacker could then steal the victims' credentials and silently authenticate them to the Archer application without the victims realizing an attack occurred.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rsa Archer All All All All

Application Rsa Archer All All All All

References

Reference Source Link Tags

RSA-2020-07: Archer, An RSA Business, Update fo... | RSA Link CONFIRM community.rsa.com Vendor Advisory

Vulnerability Response Policy MISC www.rsa.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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