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Summary

CVE CVE-2020-29571

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-15 17:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description An issue was discovered in Xen through 4.14.x. A bounds check common to most operation time functions specific to FIFO event channels depends on the CPU observing consistent state. While the producer side uses appropriately ordered writes, the consumer side isn't protected against re-ordered reads, and may hence end up de-referencing a NULL pointer. Malicious or buggy guest kernels can mount a Denial of Service (DoS) attack affecting the entire system. Only Arm systems may be vulnerable. Whether a system is vulnerable depends on the specific CPU. x86 systems are not vulnerable.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Xen Xen All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4812-1 xen DEBIAN www.debian.org Third Party Advisory

XSA-359 - Xen Security Advisories MISC xenbits.xenproject.org Patch, Vendor Advisory

[SECURITY] Fedora 33 Update: xen-4.14.0-14.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Xen: Multiple vulnerabilities (GLSA 202107-30) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 32 Update: xen-4.13.2-5.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Mailing List, Third Party Advisory

[SECURITY] Fedora 32 Update: xen-4.13.2-5.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: xen-4.14.0-14.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Mailing List, Third Party Advisory
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500796 Alpine Linux Security Update for xen

501515 Alpine Linux Security Update for xen

504539 Alpine Linux Security Update for xen

710038 Gentoo Linux Xen Multiple vulnerabilities (GLSA 202107-30)

750465 OpenSUSE Security Update for xen (openSUSE-SU-2020:2331-1)

750474 OpenSUSE Security Update for xen (openSUSE-SU-2020:2313-1)
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