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CVE CVE-2020-29582
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-03 16:15:00 UTC
Updated 2023-11-07 03:21:00 UTC
Description In JetBrains Kotlin before 1.4.21, a vulnerable Java API was used for temporary file and folder creation. An attacker was ab
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Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Application Jetbrains  Kotlin All All All All
Application Jetbrains  Kotlin All All All All
Application Oracle Communications Cloud Native Core Network Slice Selection Function  1.2.1 All All All
Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All
Application Oracle Communications Cloud Native Core Service Communication Proxy 1.14.0 All All All
Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

The JetBrains Blog | Developer Tools for Professionals and Teams MISC blog.jetbrains.com Vendor Advisory
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

JetBrains Security Bulletin Q4 2020 | JetBrains Blog MISC blog.jetbrains.com Vendor Advisory
Oracle Critical Patch Update Advisory - January 2022 MISC www.oracle.com

[kafka-users] 20210617 vulnerabilities lists.apache.org

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2020-29582/mitre
https://cve.report/CVE-2020-29582/nist
https://cve.report/CVE-2020-29582/cve_org
https://cve.report/CVE-2020-29582.pdf
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_network_slice_selection_function
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_policy
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_service_communication_proxy
https://lists.apache.org/thread.html/r2721aba31a8562639c4b937150897e24f78f747cdbda8641c0f659fe@%253Cusers.kafka.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2022.html
https://blog.jetbrains.com
https://www.oracle.com//security-alerts/cpujul2021.html
https://blog.jetbrains.com/blog/2021/02/03/jetbrains-security-bulletin-q4-2020/
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.apache.org/thread.html/r2721aba31a8562639c4b937150897e24f78f747cdbda8641c0f659fe%2540%253Cusers.kafka.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-29582
https://nvd.nist.gov/vuln/detail/CVE-2020-29582

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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