
CVE-2020-29603
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-29603

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-29 07:15:00 UTC

Updated 2021-01-30 00:43:00 UTC

Description In manage_proj_edit_page.php in MantisBT before 2.24.4, any unprivileged logged-in user can retrieve Private Projects' names via the manage_proj_edit_page.php project_id parameter, without having access to them.

Risk And Classification

Problem Types: CWE-922

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt All All All All

Application Mantisbt Mantisbt All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

0027357: Attacker can leak private information via different functionality - MantisBT MISC mantisbt.org Exploit, Patch, Vendor Advisory

0027726: CVE-2020-29603: Disclosure of private project name - MantisBT MISC mantisbt.org Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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