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Summary

CVE CVE-2020-29652

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-17 05:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description A nil pointer dereference in the golang.org/x/crypto/ssh component through v0.0.0-20201203163018-be400aefbc4c for Go allows remote attackers to cause a denial of service against SSH servers.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Golang Go All All All All

Application Golang Ssh All All All All

References

Reference Source Link

[skywalking-notifications] 20211018 [GitHub] [skywalking-swck] hanahmily opened a new pull request #37: Fix vulnerabilities lists.apache.org

[security] Vulnerability in golang.org/x/crypto/ssh MISC groups.google.com

Pony Mail! MLIST lists.apache.org

go-review.googlesource.com/c/crypto/+/278852 MISC go-review.googlesource.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159458 Oracle Enterprise Linux Security Update for container-tools:ol8 (ELSA-2021-1796)

239301 Red Hat Update for container-tools:rhel8 (RHSA-2021:1796)
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CVE.report and Source URL Uptime Status status.cve.report

239301 Red Hat Update for container-tools:rhel8 (RHSA-2021:1796)

354041 Amazon Linux Security Advisory for golang : ALAS2-2022-1830

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

940208 AlmaLinux Security Update for container-tools:rhel8 (ALSA-2021:1796)

960349 Rocky Linux Security Update for container-tools:rhel8 (RLSA-2021:1796)
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