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Summary

CVE CVE-2020-29668

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-10 08:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description Sympa before 6.2.59b.2 allows remote attackers to obtain full SOAP API access by sending any arbitrary string (except one from an expired cookie) as the cookie value to authenticateAndRun.

Risk And Classification

Problem Types: CWE-287 | CWE-565

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Sympa Sympa 6.2.59 beta1 All All

Application Sympa Sympa 6.2.59 beta1 All All

Application Sympa Sympa All All All All

References

Reference

sympa/NEWS.md at 6.2.59b.2 · sympa-community/sympa · GitHub

[SECURITY] Fedora 32 Update: sympa-6.2.60-1.fc32 - package-announce - Fedora Mailing-Lists

#976020 - sympa: CVE-2020-29668: Unauthorized access to review call of the SOAP API - Debian Bug report logs

Properly check email and session id in authenticateAndRun SOAP call (#1041) by racke · Pull Request #1044 · sympa-community/sympa · GitHub

[SECURITY] Fedora 33 Update: sympa-6.2.60-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: sympa-6.2.60-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: sympa-6.2.60-1.fc32 - package-announce - Fedora Mailing-Lists
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[SECURITY] [DLA 2499-1] sympa security update

Unauthorised full access via SOAP API due to illegal cookie · Issue #1041 · sympa-community/sympa · GitHub

Debian -- Security Information -- DSA-4818-1 sympa

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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