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Summary

CVE CVE-2020-3186

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-06 17:15:00 UTC

Updated 2021-08-12 18:19:00 UTC

Description A vulnerability in the management access list configuration of Cisco Firepower Threat Defense (FTD) Software could allow an unauthenticated, remote attacker to bypass a configured management interface access list on an affected system. The vulnerability is due to the configuration of different management access lists, with ports allowed in one access list and denied in another. An attacker could exploit this vulnerability by sending crafted remote management traffic to the local IP address of an affected system. A successful exploit could allow the attacker to bypass the configured management access list policies, and traffic to the management interface would not be properly denied.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Asa 5505 - All All All

Hardware Cisco Asa 5505 - All All All

Operating System Cisco Asa 5505 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5505 Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5505 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5505 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5510 - All All All

Hardware Cisco Asa 5510 - All All All

Operating System Cisco Asa 5510 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5510 Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5510 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5510 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5512-x - All All All

Hardware Cisco Asa 5512-x - All All All

Operating System Cisco Asa 5512-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5512-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5512-x Firmware 201.5\(23.16\) All All All
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Operating System Cisco Asa 5512-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5512-x Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5515-x - All All All

Hardware Cisco Asa 5515-x - All All All

Operating System Cisco Asa 5515-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5515-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5515-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5515-x Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5520 - All All All

Hardware Cisco Asa 5520 - All All All

Operating System Cisco Asa 5520 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5520 Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5520 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5520 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5525-x - All All All

Hardware Cisco Asa 5525-x - All All All

Operating System Cisco Asa 5525-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5525-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5525-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5525-x Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5540 - All All All

Hardware Cisco Asa 5540 - All All All

Operating System Cisco Asa 5540 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5540 Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5540 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5540 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5545-x - All All All

Hardware Cisco Asa 5545-x - All All All

Operating System Cisco Asa 5545-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5545-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5545-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5545-x Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5550 - All All All

Hardware Cisco Asa 5550 - All All All

Operating System Cisco Asa 5550 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5550 Firmware 9.12\(1.6\) All All All
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Operating System Cisco Asa 5550 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5550 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5555-x - All All All

Hardware Cisco Asa 5555-x - All All All

Operating System Cisco Asa 5555-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5555-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5555-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5555-x Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5580 - All All All

Hardware Cisco Asa 5580 - All All All

Operating System Cisco Asa 5580 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5580 Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5580 Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5580 Firmware 9.12\(1.6\) All All All

Hardware Cisco Asa 5585-x - All All All

Hardware Cisco Asa 5585-x - All All All

Operating System Cisco Asa 5585-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5585-x Firmware 9.12\(1.6\) All All All

Operating System Cisco Asa 5585-x Firmware 201.5\(23.16\) All All All

Operating System Cisco Asa 5585-x Firmware 9.12\(1.6\) All All All

Application Cisco Firepower Threat Defense All All All All

Application Cisco Firepower Threat Defense All All All All

References

Reference Source Link Tags

Cisco Firepower Threat Defense Software Management Access List Bypass Vulnerability CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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