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Summary

CVE CVE-2020-3193

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-04 19:15:00 UTC

Updated 2020-03-06 16:23:00 UTC

Description A vulnerability in the web-based management interface of Cisco Prime Collaboration Provisioning could allow an unauthenticated, remote attacker to obtain sensitive information about an affected device. The vulnerability exists because replies from the web-based management interface include unnecessary server information. An attacker could exploit this vulnerability by inspecting replies received from the web-based management interface. A successful exploit could allow the attacker to obtain details about the operating system, including the web server version that is running on the device, which could be used to perform further attacks.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Prime Collaboration Provisioning All All All All

Application Cisco Prime Collaboration Provisioning 12.6 - All All

Application Cisco Prime Collaboration Provisioning 12.6 service_update1 All All

Application Cisco Prime Collaboration Provisioning All All All All

Application Cisco Prime Collaboration Provisioning 12.6 - All All

Application Cisco Prime Collaboration Provisioning 12.6 service_update1 All All

References

Reference Source Link Tags

Cisco Prime Collaboration Provisioning Information Disclosure Vulnerability CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

13942 Cisco Prime Collaboration Provisioning (PCP) Multiple Vulnerabilities (cisco-sa-prime-collab-xss-RjRCe9n7,cisco-sa-prim-collab-
disclo-FAnX4DKB)
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