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State
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Source Priority
Published
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/

CVE-2020-3214

PUBLIC

psirt@cisco.com

VE-2020-3214

MITRE NVD CVE.ORG Print: PDF %5

CVE Program / NVD first with legacy fallback

2020-06-03 18:15:00 UTC

2023-05-22 18:57:00 UTC

A vulnerability in Cisco I0S XE Software could allow an authenticated, local attacker to escalate their privileges to a user wi

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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http://cve.report/software/cisco/asr_1004
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1006
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1006
http://cve.report/vendor/cisco
http://cve.report/software/cisco/asr_1013
http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9200-48t
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9200-48t
http://cve.report/vendor/cisco
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http://cve.report/software/cisco/catalyst_c9200l-24pxg-4x
http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24s
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24t
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24u
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24u
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24ux
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-24ux
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-48p
http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-48s
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/catalyst_c9300-48t
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http://cve.report/software/cisco/catalyst_c9300-48t
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Hardware Cisco Ws-c3850-24u - All All All
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Hardware Cisco Ws-c3850-48u - All All All
Hardware Cisco Ws-c3850-48xs - All All All
Hardware Cisco Ws-c3850-48xs - All All All
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No vendor comments have been submitted for this CVE.
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