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Summary

CVE CVE-2020-3215

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-03 18:15:00 UTC

Updated 2021-10-19 20:19:00 UTC

Description A vulnerability in the Virtual Services Container of Cisco IOS XE Software could allow an authenticated, local attacker to gain root-level privileges on an affected device. The vulnerability is due to insufficient validation of a user-supplied open virtual appliance (OVA). An attacker could exploit this vulnerability by installing a malicious OVA on an affected device.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.1.3 All All All

Operating System Cisco Ios Xe 16.10.1 All All All

Operating System Cisco Ios Xe 16.10.1a All All All

Operating System Cisco Ios Xe 16.10.1b All All All

Operating System Cisco Ios Xe 16.10.1c All All All

Operating System Cisco Ios Xe 16.10.1d All All All

Operating System Cisco Ios Xe 16.10.1e All All All

Operating System Cisco Ios Xe 16.10.1f All All All

Operating System Cisco Ios Xe 16.10.1g All All All

Operating System Cisco Ios Xe 16.10.1s All All All

Operating System Cisco Ios Xe 16.10.2 All All All

Operating System Cisco Ios Xe 16.11.1 All All All

Operating System Cisco Ios Xe 16.11.1a All All All

Operating System Cisco Ios Xe 16.11.1b All All All

Operating System Cisco Ios Xe 16.11.1c All All All
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Operating System Cisco Ios Xe 16.11.1c All All All

Operating System Cisco Ios Xe 16.11.1s All All All

Operating System Cisco Ios Xe 16.12.1y All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 16.2.2 All All All

Operating System Cisco Ios Xe 16.3.1 All All All

Operating System Cisco Ios Xe 16.3.1a All All All

Operating System Cisco Ios Xe 16.3.2 All All All

Operating System Cisco Ios Xe 16.3.3 All All All

Operating System Cisco Ios Xe 16.3.4 All All All

Operating System Cisco Ios Xe 16.3.5 All All All

Operating System Cisco Ios Xe 16.3.5b All All All

Operating System Cisco Ios Xe 16.3.6 All All All

Operating System Cisco Ios Xe 16.3.7 All All All

Operating System Cisco Ios Xe 16.3.8 All All All

Operating System Cisco Ios Xe 16.3.9 All All All

Operating System Cisco Ios Xe 16.4.1 All All All

Operating System Cisco Ios Xe 16.4.2 All All All

Operating System Cisco Ios Xe 16.4.3 All All All

Operating System Cisco Ios Xe 16.5.1 All All All

Operating System Cisco Ios Xe 16.5.1a All All All

Operating System Cisco Ios Xe 16.5.1b All All All

Operating System Cisco Ios Xe 16.5.2 All All All

Operating System Cisco Ios Xe 16.5.3 All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.6.5 All All All

Operating System Cisco Ios Xe 16.6.5a All All All

Operating System Cisco Ios Xe 16.6.5b All All All

Operating System Cisco Ios Xe 16.6.6 All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All
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Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.8.3 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

Operating System Cisco Ios Xe 16.9.2s All All All

Operating System Cisco Ios Xe 16.9.3 All All All

Operating System Cisco Ios Xe 16.9.3a All All All

Operating System Cisco Ios Xe 16.9.3h All All All

Operating System Cisco Ios Xe 16.9.3s All All All

Operating System Cisco Ios Xe 3.10.0ce All All All

Operating System Cisco Ios Xe 3.10.0e All All All

Operating System Cisco Ios Xe 3.10.0s All All All

Operating System Cisco Ios Xe 3.10.10s All All All

Operating System Cisco Ios Xe 3.10.1ae All All All

Operating System Cisco Ios Xe 3.10.1e All All All

Operating System Cisco Ios Xe 3.10.1s All All All

Operating System Cisco Ios Xe 3.10.1se All All All

Operating System Cisco Ios Xe 3.10.2as All All All

Operating System Cisco Ios Xe 3.10.2e All All All
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Operating System Cisco Ios Xe 3.10.2e All All All

Operating System Cisco Ios Xe 3.10.2s All All All

Operating System Cisco Ios Xe 3.10.2ts All All All

Operating System Cisco Ios Xe 3.10.3e All All All

Operating System Cisco Ios Xe 3.10.3s All All All

Operating System Cisco Ios Xe 3.10.4s All All All

Operating System Cisco Ios Xe 3.10.5s All All All

Operating System Cisco Ios Xe 3.10.6s All All All

Operating System Cisco Ios Xe 3.10.7s All All All

Operating System Cisco Ios Xe 3.10.8as All All All

Operating System Cisco Ios Xe 3.10.8s All All All

Operating System Cisco Ios Xe 3.10.9s All All All

Operating System Cisco Ios Xe 3.11.0e All All All

Operating System Cisco Ios Xe 3.11.0s All All All

Operating System Cisco Ios Xe 3.11.1s All All All

Operating System Cisco Ios Xe 3.11.2s All All All

Operating System Cisco Ios Xe 3.11.3e All All All

Operating System Cisco Ios Xe 3.11.3s All All All

Operating System Cisco Ios Xe 3.11.4s All All All

Operating System Cisco Ios Xe 3.12.0as All All All

Operating System Cisco Ios Xe 3.12.0s All All All

Operating System Cisco Ios Xe 3.12.1s All All All

Operating System Cisco Ios Xe 3.12.2s All All All

Operating System Cisco Ios Xe 3.12.3s All All All

Operating System Cisco Ios Xe 3.12.4s All All All

Operating System Cisco Ios Xe 3.13.0as All All All

Operating System Cisco Ios Xe 3.13.0s All All All

Operating System Cisco Ios Xe 3.13.10s All All All

Operating System Cisco Ios Xe 3.13.1s All All All

Operating System Cisco Ios Xe 3.13.2as All All All

Operating System Cisco Ios Xe 3.13.2s All All All

Operating System Cisco Ios Xe 3.13.3s All All All

Operating System Cisco Ios Xe 3.13.4s All All All

Operating System Cisco Ios Xe 3.13.5as All All All

Operating System Cisco Ios Xe 3.13.5s All All All

Operating System Cisco Ios Xe 3.13.6as All All All
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Operating System Cisco Ios Xe 3.13.6bs All All All

Operating System Cisco Ios Xe 3.13.6s All All All

Operating System Cisco Ios Xe 3.13.7as All All All

Operating System Cisco Ios Xe 3.13.7s All All All

Operating System Cisco Ios Xe 3.13.8s All All All

Operating System Cisco Ios Xe 3.13.9s All All All

Operating System Cisco Ios Xe 3.14.0s All All All

Operating System Cisco Ios Xe 3.14.1s All All All

Operating System Cisco Ios Xe 3.14.2s All All All

Operating System Cisco Ios Xe 3.14.3s All All All

Operating System Cisco Ios Xe 3.14.4s All All All

Operating System Cisco Ios Xe 3.15.0s All All All

Operating System Cisco Ios Xe 3.15.1cs All All All

Operating System Cisco Ios Xe 3.15.1s All All All

Operating System Cisco Ios Xe 3.15.2s All All All

Operating System Cisco Ios Xe 3.15.3s All All All

Operating System Cisco Ios Xe 3.15.4s All All All

Operating System Cisco Ios Xe 3.16.0as All All All

Operating System Cisco Ios Xe 3.16.0bs All All All

Operating System Cisco Ios Xe 3.16.0cs All All All

Operating System Cisco Ios Xe 3.16.0s All All All

Operating System Cisco Ios Xe 3.16.1as All All All

Operating System Cisco Ios Xe 3.16.1s All All All

Operating System Cisco Ios Xe 3.16.2as All All All

Operating System Cisco Ios Xe 3.16.2bs All All All

Operating System Cisco Ios Xe 3.16.2s All All All

Operating System Cisco Ios Xe 3.16.3as All All All

Operating System Cisco Ios Xe 3.16.3s All All All

Operating System Cisco Ios Xe 3.16.4as All All All

Operating System Cisco Ios Xe 3.16.4bs All All All

Operating System Cisco Ios Xe 3.16.4cs All All All

Operating System Cisco Ios Xe 3.16.4ds All All All

Operating System Cisco Ios Xe 3.16.4es All All All

Operating System Cisco Ios Xe 3.16.4gs All All All

Operating System Cisco Ios Xe 3.16.4s All All All
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Operating System Cisco Ios Xe 3.16.5as All All All

Operating System Cisco Ios Xe 3.16.5bs All All All

Operating System Cisco Ios Xe 3.16.5s All All All

Operating System Cisco Ios Xe 3.16.6bs All All All

Operating System Cisco Ios Xe 3.16.6s All All All

Operating System Cisco Ios Xe 3.16.7as All All All

Operating System Cisco Ios Xe 3.16.7bs All All All

Operating System Cisco Ios Xe 3.16.7s All All All

Operating System Cisco Ios Xe 3.16.8s All All All

Operating System Cisco Ios Xe 3.16.9s All All All

Operating System Cisco Ios Xe 3.17.0s All All All

Operating System Cisco Ios Xe 3.17.1as All All All

Operating System Cisco Ios Xe 3.17.1s All All All

Operating System Cisco Ios Xe 3.17.2s All All All

Operating System Cisco Ios Xe 3.17.3s All All All

Operating System Cisco Ios Xe 3.17.4s All All All

Operating System Cisco Ios Xe 3.18.0as All All All

Operating System Cisco Ios Xe 3.18.0s All All All

Operating System Cisco Ios Xe 3.18.0sp All All All

Operating System Cisco Ios Xe 3.18.1asp All All All

Operating System Cisco Ios Xe 3.18.1bsp All All All

Operating System Cisco Ios Xe 3.18.1csp All All All

Operating System Cisco Ios Xe 3.18.1gsp All All All

Operating System Cisco Ios Xe 3.18.1hsp All All All

Operating System Cisco Ios Xe 3.18.1isp All All All

Operating System Cisco Ios Xe 3.18.1s All All All

Operating System Cisco Ios Xe 3.18.1sp All All All

Operating System Cisco Ios Xe 3.18.2asp All All All

Operating System Cisco Ios Xe 3.18.2s All All All

Operating System Cisco Ios Xe 3.18.2sp All All All

Operating System Cisco Ios Xe 3.18.3asp All All All

Operating System Cisco Ios Xe 3.18.3bsp All All All

Operating System Cisco Ios Xe 3.18.3s All All All

Operating System Cisco Ios Xe 3.18.3sp All All All

Operating System Cisco Ios Xe 3.18.4s All All All

Operating System Cisco Ios Xe 3.18.4sp All All All
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Operating System Cisco Ios Xe 3.18.4sp All All All

Operating System Cisco Ios Xe 3.18.5sp All All All

Operating System Cisco Ios Xe 3.18.6sp All All All

Operating System Cisco Ios Xe 3.7.0e All All All

Operating System Cisco Ios Xe 3.7.1e All All All

Operating System Cisco Ios Xe 3.7.2e All All All

Operating System Cisco Ios Xe 3.7.3e All All All

Operating System Cisco Ios Xe 3.7.4e All All All

Operating System Cisco Ios Xe 3.7.5e All All All

Operating System Cisco Ios Xe 3.8.0e All All All

Operating System Cisco Ios Xe 3.8.0s All All All

Operating System Cisco Ios Xe 3.8.1e All All All

Operating System Cisco Ios Xe 3.8.1s All All All

Operating System Cisco Ios Xe 3.8.2e All All All

Operating System Cisco Ios Xe 3.8.2s All All All

Operating System Cisco Ios Xe 3.8.3e All All All

Operating System Cisco Ios Xe 3.8.4e All All All

Operating System Cisco Ios Xe 3.8.5ae All All All

Operating System Cisco Ios Xe 3.8.5e All All All

Operating System Cisco Ios Xe 3.8.6e All All All

Operating System Cisco Ios Xe 3.8.7e All All All

Operating System Cisco Ios Xe 3.8.8e All All All

Operating System Cisco Ios Xe 3.9.0as All All All

Operating System Cisco Ios Xe 3.9.0e All All All

Operating System Cisco Ios Xe 3.9.0s All All All

Operating System Cisco Ios Xe 3.9.1as All All All

Operating System Cisco Ios Xe 3.9.1e All All All

Operating System Cisco Ios Xe 3.9.1s All All All

Operating System Cisco Ios Xe 3.9.2be All All All

Operating System Cisco Ios Xe 3.9.2e All All All

Operating System Cisco Ios Xe 3.9.2s All All All

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.1.3 All All All

Operating System Cisco Ios Xe 16.10.1 All All All

Operating System Cisco Ios Xe 16.10.1a All All All
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Operating System Cisco Ios Xe 16.10.1b All All All

Operating System Cisco Ios Xe 16.10.1c All All All

Operating System Cisco Ios Xe 16.10.1d All All All

Operating System Cisco Ios Xe 16.10.1e All All All

Operating System Cisco Ios Xe 16.10.1f All All All

Operating System Cisco Ios Xe 16.10.1g All All All

Operating System Cisco Ios Xe 16.10.1s All All All

Operating System Cisco Ios Xe 16.10.2 All All All

Operating System Cisco Ios Xe 16.11.1 All All All

Operating System Cisco Ios Xe 16.11.1a All All All

Operating System Cisco Ios Xe 16.11.1b All All All

Operating System Cisco Ios Xe 16.11.1c All All All

Operating System Cisco Ios Xe 16.11.1s All All All

Operating System Cisco Ios Xe 16.12.1y All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 16.2.2 All All All

Operating System Cisco Ios Xe 16.3.1 All All All

Operating System Cisco Ios Xe 16.3.1a All All All

Operating System Cisco Ios Xe 16.3.2 All All All

Operating System Cisco Ios Xe 16.3.3 All All All

Operating System Cisco Ios Xe 16.3.4 All All All

Operating System Cisco Ios Xe 16.3.5 All All All

Operating System Cisco Ios Xe 16.3.5b All All All

Operating System Cisco Ios Xe 16.3.6 All All All

Operating System Cisco Ios Xe 16.3.7 All All All

Operating System Cisco Ios Xe 16.3.8 All All All

Operating System Cisco Ios Xe 16.3.9 All All All

Operating System Cisco Ios Xe 16.4.1 All All All

Operating System Cisco Ios Xe 16.4.2 All All All

Operating System Cisco Ios Xe 16.4.3 All All All

Operating System Cisco Ios Xe 16.5.1 All All All

Operating System Cisco Ios Xe 16.5.1a All All All

Operating System Cisco Ios Xe 16.5.1b All All All

Operating System Cisco Ios Xe 16.5.2 All All All

Operating System Cisco Ios Xe 16.5.3 All All All
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Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.6.5 All All All

Operating System Cisco Ios Xe 16.6.5a All All All

Operating System Cisco Ios Xe 16.6.5b All All All

Operating System Cisco Ios Xe 16.6.6 All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.8.3 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

Operating System Cisco Ios Xe 16.9.2s All All All

Operating System Cisco Ios Xe 16.9.3 All All All

Operating System Cisco Ios Xe 16.9.3a All All All
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Operating System Cisco Ios Xe 16.9.3a All All All

Operating System Cisco Ios Xe 16.9.3h All All All

Operating System Cisco Ios Xe 16.9.3s All All All

Operating System Cisco Ios Xe 3.10.0ce All All All

Operating System Cisco Ios Xe 3.10.0e All All All

Operating System Cisco Ios Xe 3.10.0s All All All

Operating System Cisco Ios Xe 3.10.10s All All All

Operating System Cisco Ios Xe 3.10.1ae All All All

Operating System Cisco Ios Xe 3.10.1e All All All

Operating System Cisco Ios Xe 3.10.1s All All All

Operating System Cisco Ios Xe 3.10.1se All All All

Operating System Cisco Ios Xe 3.10.2as All All All

Operating System Cisco Ios Xe 3.10.2e All All All

Operating System Cisco Ios Xe 3.10.2s All All All

Operating System Cisco Ios Xe 3.10.2ts All All All

Operating System Cisco Ios Xe 3.10.3e All All All

Operating System Cisco Ios Xe 3.10.3s All All All

Operating System Cisco Ios Xe 3.10.4s All All All

Operating System Cisco Ios Xe 3.10.5s All All All

Operating System Cisco Ios Xe 3.10.6s All All All

Operating System Cisco Ios Xe 3.10.7s All All All

Operating System Cisco Ios Xe 3.10.8as All All All

Operating System Cisco Ios Xe 3.10.8s All All All

Operating System Cisco Ios Xe 3.10.9s All All All

Operating System Cisco Ios Xe 3.11.0e All All All

Operating System Cisco Ios Xe 3.11.0s All All All

Operating System Cisco Ios Xe 3.11.1s All All All

Operating System Cisco Ios Xe 3.11.2s All All All

Operating System Cisco Ios Xe 3.11.3e All All All

Operating System Cisco Ios Xe 3.11.3s All All All

Operating System Cisco Ios Xe 3.11.4s All All All

Operating System Cisco Ios Xe 3.12.0as All All All

Operating System Cisco Ios Xe 3.12.0s All All All

Operating System Cisco Ios Xe 3.12.1s All All All

Operating System Cisco Ios Xe 3.12.2s All All All

Operating System Cisco Ios Xe 3.12.3s All All All
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