VE-2020-3227
Published on: 06/03/2020 12:00:00 AM UTC
Last Modified on: 12/23/2022 04:58:00 PM UTC

CVE-2020-3227 - advisory for cisco-sa-ioxPE-KgGvCAf9

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

assaomvancLranunsuctnian Gertain versions of los Xe from Cisco contain the foIIowing
’ vulnerability:

A vulnerability in the authorization controls for the Cisco IOx application
hosting infrastructure in Cisco I0OS XE Software could allow an
unauthenticated, remote attacker to execute Cisco IOx APl commands
without proper authorization. The vulnerability is due to incorrect
handling of requests for authorization tokens. An attacker could exploit
this vulnerability by using a crafted API call to request such a token. An exploit could allow the
attacker to obtain an authorization token and execute any of the IOx API commands on an
affected device.

CVE-2020-3227 has been assigned by ;i psirt@cisco.com to track the vulnerability - currently rated as severity.

The Cisco Product Security Incident Response Team (PSIRT) is not aware of any public announcements or malicious use of the
vulnerability that is described in this advisory.

Affected Vendor/Software: ;i Cisco - Cisco I0S XE Software 16.3.1 version n/a

| CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 10-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2020-3227/mitre
https://cve.report/CVE-2020-3227/nist
https://cve.report/CVE-2020-3227/cve_org
https://cve.report/CVE-2020-3227.pdf
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

| COMPLETE COMPLETE COMPLETE

CVE References

Description Tags Link

Cisco 10x for IOS XE Software Privilege Escalation (D) CISCO 20200603 Cisco 10x for I0OS XE Software Privilege
Vulnerability Escalation Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los Xe 16.10.1 All All All
System

Operating Cisco los Xe 16.10.1a All All All
System

Operating Cisco los Xe 16.10.1b All All All
System

Operating Cisco los Xe 16.10.1e All All All
System

Operating Cisco los Xe 16.10.1s All All All
System

Operating Cisco los Xe 16.10.2 All All All
System

Operating Cisco los Xe 16.10.3 All All All
System

Operating Cisco los Xe 16.11.1 All All All
System

Operating Cisco los Xe 16.11.1a All All All
System

Operating Cisco los Xe 16.11.1b All All All
System

Operating Cisco los Xe 16.11.1c All All All
System

Operating Cisco los Xe 16.11.1s All All All
System

Operating Cisco los Xe 16.12.1 All All All
System

Operating Cisco los Xe 16.12.1a All All All
System

NnAratinA NicAn lne VA 1212 1~ All All All


http://cve.report/glossary/common-cve-tag-descriptions/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ioxPE-KgGvCAf9
mailto:%20comment@cve.report
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
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cpe:2.3:0:cisco:ios_xe:16.10.1: ="

cpe:2.3:0:cisco:ios_xe:16.10.2: """

cpe:2.3:0:cisco:ios_xe:16.10.3: "

cpe:2.3:0:cisco:ios_xe:16.11. 1" " ™

dkakakakakakak.

cpe:2.3:0:cisco:ios_xe:16.11.1a: "

skakakakakakak.

cpe:2.3:0:cisco:ios_xe:16.11. 1 "

skukakakakakak.

cpe:2.3:0:cisco:ios_xe:16.11.1s: 7 "

ARk kKK kK,

cpe:2.3:0:ciscoiios_xe:16.12.1: "

Skuk ok k Lk akak.

cpe:2.3:0:cisco:ios_xe:16.12.1a: : "

Skk Kk k ok akak.

cpe:2.3:0:cisco:ios_xe:16.12.1¢c: " "

dkukakkakakak.

cpe:2.3:0:cisco:ios_xe:16.3.1: "

16.9.1s

16.9.2

16.9.2a
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cpe:2.3:0:cisco:ios_xe:16.3.2:** 7 **:

cpe:2.3:0:cisco:ios_xe:16.3.3: "

Sk Lk ak ok akakak.

cpe:2.3:0:cisco:ios_xe:16.3.4:

cpe:2.3:0:cisco:ios_xe:16.3.5:
ek akokokokok ok,

cpe:2.3:0:cisco:ios_xe:16.3.5b: "

Skk ok ak ok akak.

cpe:2.3:0:cisco:ios_xe:16.3.6:

Sk Kk kR akak.

cpe:2.3:0:cisco:ios_xe:16.3.7:

cpe:2.3:0:cisco:ios_xe:16.3.8:

Sk ok akakakakak.

cpe:2.3:0:cisco:ios_xe:16.3.9:  **

Sk ok ak kR akak.

cpe:2.3:0:cisco:ios_xe:16.4.1: " "

cpe:2.3:0:Cisco:ios_xe:16.4.2: "

cpe:2.3:0:cisco:ios_xe:16.4.3: " "

cpe:2.3:0:cisco:ios_xe:16.5.1: """

cpe:2.3:0:cisco:ios_xe:16.5.2:* """
cpe:2.3:0:cisco:ios_xe:16.5.3: """
cpe:2.3:0:cisco:ios_xe:16.6.1: """
cpe:2.3:0:cisco:ios_xe:16.6.2:*: *:":*:*:
cpe:2.3:0:cisco:ios_xe:16.6.3: """

cpe:2.3:0:cisco:ios_xe:16.6.4::** """

AkLk kKKK k.

cpe:2.3:0:cisco:ios_xe:16.6.4a: """

ARk kKK kK,

cpe:2.3:0:cisco:ios_xe:16.6.4s:™ """

Skakakukkakak.

cpe:2.3:0:cisco:ios_xe:16.6.5: """

ARk kKK kK,

cpe:2.3:0:cisco:ios_xe:16.6.5a: " "

ARk kKK kK,

cpe:2.3:0:cisco:ios_xe:16.6.5b: "

dkkakukakakak.

cpe:2.3:0:cisco:ios_xe:16.6.6: 7 :*:*:*:

ARAD Vintaianntine vard R 7 4 Rk okt ok akk,
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dkkukukakakak.

cpe:2.3:0:cisco:ios_xe:16.7.2:*****:*:

cpe:2.3:0:cisco:ios_xe:16.7.3: "

cpe:2.3:0:cisco:ios_xe:16.8.1:

Akak kKK kK,

cpe:2.3:0:cisco:ios_xe:16.8.1a: " ™

kKK oKk kK,

cpe:2.3:0:cisco:ios_xe:16.8.1c: ™

KKk oKk kK,

cpe:2.3:0:cisco:ios_xe:16.8.1s: *** "™

Sk ok ak kR akak.

cpe:2.3:0:cisco:ios_xe:16.8.2:* :**

cpe:2.3:0:cisco:ios_xe:16.8.3:**** %

cpe:2.3:0:cisco:ios_xe:16.9.1:

kK koK kR k.

cpe:2.3:0:cisco:ios_xe:16.9.1a: """

cpe:2.3:0:cisco:ios_xe:16.9.4:: "

ARk kKKK k.

cpe:2.3:0:cisco:ios_xe:16.9.4¢: 7 "

cpe:2.3:0:cisco:ios_xe:16.10.1: 7 "

Skk Kk ak ok akak.

cpe:2.3:0:cisco:ios_xe:16.10.1a: "

Skk ok k ok akak.

cpe:2.3:0:cisco:ios_xe:16.10.1b: ™



Skk ok k ok akak.

cpe:2.3:0:cisco:ios_xe:16.10.1e:*: "

Skk Lk k ok akak.

cpe:2.3:0:cisco:ios_xe:16.10.1s: 7 ¥ : 1 :*:

R L

cpe:2.3:0:cisco:ios_xe:16.10.2: " ™

cpe:2.3:0:cisco:ios_xe:16.10.3: ™

AKak kKR kK,

cpe:2.3:0:cisco:ios_xe:16.11. 1 ™

Sk Kk kR akak.

cpe:2.3:0:cisco:ios_xe:16.11. b ™

Sk ok ak ok akakak.

cpe:2.3:0:cisco:ios_xe:16.11. ¢ ™
cpe:2.3:0:cisco:ios_xe:16.11. s ™
cpe:2.3:0:cisco:ios_xe:16.12.1 7 "

cpe:2.3:0:ciscoiios_xe:16.12.1a: """

cpe:2.3:0:cisco:ios_xe:16.12.1c:* " "

cpe:2.3:0:cisco:ios_xe:16.3.1: """

cpe:2.3:0:cisco:ios_xe:16.3.2:* """

cpe:2.3:0:cisco:ios_xe:16.3.3: """

cpe:2.3:0:cisco:ios_xe:16.3.4: "

cpe:2.3:0:cisco:ios_xe:16.3.5: """

cpe:2.3:0:cisco:ios_xe:16.3.6: """
cpe:2.3:0:cisco:ios_xe:16.3.7: """
sk akakak ok kak,

cpe:2.3:0:cisco:ios_xe:16.3.8: """

dkukakakakakak.

cpe:2.3:0:cisco:ios_xe:16.3.9: """

cpe:2.3:0:cisco:ios_xe:16.4.1: ** " *:

cpe:2.3:0:cisco:ios_xe:16.4.2: 7 "

Skukakukakakak.

cpe:2.3:0:cisco:ios_xe:16.4.3:: "

dkkakkakakak.

cpe:2.3:0:cisco:ios_xe:16.5.1: " "

AkLkk ok Lkuk ok,

cpe:2.3:0:cisco:ios_xe:16.5.1a: "



AkLkk kKKK,

cpe:2.3:0:cisco:ios_xe:16.5.1b:** 7

cpe:2.3:0:cisco:ios_xe:16.5.2:*****:*:

dkuk Lk kakakak.

cpe:2.3:0:cisco:ios_xe:16.5.3: "

cpe:2.3:0:cisco:ios_xe:16.6.1:
cpe:2.3:0:cisco:ios_xe:16.6.2:
cpe:2.3:0:cisco:ios_xe:16.6.3:

cpe:2.3:0:Cisco:ios_xe:16.6.4:* **

ARk kKR kK,

cpe:2.3:0:cisco:ios_xe:16.6.4a:"* "

Kk koK kR k.

cpe:2.3:0:Cisco:ios_xe:16.6.4s:**:** "%

Sk ok akakakakak.

cpe:2.3:0:cisco:ios_xe:16.6.5: ***

dkak koK kR k.

cpe:2.3:0:cisco:ios_xe:16.6.5b: ™" ™

cpe:2.3:0:cisco:ios_xe:16.6.6: " ":*:*:

cpe:2.3:0:cisco:ios_xe:16.7.1: " "

cpe:2.3:0:cisco:ios_xe:16.7.2: """

cpe:2.3:0:cisco:ios_xe:16.7.3: """

cpe:2.3:0:cisco:ios_xe:16.8.1: """

cpe:2.3:0:cisco:ios_xe:16.8.2:* """

cpe:2.3:0:cisco:ios_xe:16.8.3: """

dkkakakakakak.

cpe:2.3:0:cisco:ios_xe:16.9.1: " "

AkLkLk kKKK,

cpe:2.3:0:cisco:ios_xe:16.9.1b: "

akLk kKK kK,

cpe:2.3:0:cisco:ios_xe:16.9.1¢c:™ """

AkLk kKK Rk,

cpe:2.3:0:cisco:ios_xe:16.9.1s: """



cpe:2.3:0:cisco:ios_xe:16.9.2:***:**:*:

cpe:2.3:0:cisco:ios_xe:16.9.2a:*:*: "

cpe:2.3:0:cisco:ios_xe:16.9.2s: "

cpe:2.3:0:cisco:ios_xe:16.9.3: "

cpe:2.3:0:cisco:ios_xe:16.9.3a: "

cpe:2.3:0:cisco:ios_xe:16.9.3h: ™

cpe:2.3:0:cisco:ios_xe:16.9.3s:**** "

cpe:2.3:0:Cisco:ios_xe:16.9.4:***

No vendor comments have been submitted for this CVE
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