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Summary

CVE CVE-2020-3297

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-02 05:15:00 UTC

Updated 2020-07-09 19:13:00 UTC

Description A vulnerability in session management for the web-based interface of Cisco Small Business Smart and Managed Switches could allow an unauthenticated, remote attacker to defeat authentication protections and gain unauthorized access to the management interface. The attacker could obtain the privileges of the highjacked session account, which could include administrator privileges on the device. The vulnerability is due to the use of weak entropy generation for session identifier values. An attacker could exploit this vulnerability to determine a current session identifier through brute force and reuse that session identifier to take over an ongoing session. In this way, an attacker could take actions within the management interface with privileges up to the level of the administrative user.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Sf200-24 - All All All

Hardware Cisco Sf200-24 - All All All

Hardware Cisco Sf200-24fp - All All All

Hardware Cisco Sf200-24fp - All All All

Operating System Cisco Sf200-24fp Firmware - All All All

Operating System Cisco Sf200-24fp Firmware - All All All

Hardware Cisco Sf200-24p - All All All

Hardware Cisco Sf200-24p - All All All

Operating System Cisco Sf200-24p Firmware - All All All

Operating System Cisco Sf200-24p Firmware - All All All

Operating System Cisco Sf200-24 Firmware - All All All

Operating System Cisco Sf200-24 Firmware - All All All

Hardware Cisco Sf200-48 - All All All

Hardware Cisco Sf200-48 - All All All

Hardware Cisco Sf200-48p - All All All

Hardware Cisco Sf200-48p - All All All

Operating System Cisco Sf200-48p Firmware - All All All
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Operating System Cisco Sf200-48p Firmware - All All All

Operating System Cisco Sf200-48p Firmware - All All All

Operating System Cisco Sf200-48 Firmware - All All All

Operating System Cisco Sf200-48 Firmware - All All All

Hardware Cisco Sf200e-24 - All All All

Hardware Cisco Sf200e-24 - All All All

Hardware Cisco Sf200e-24p - All All All

Hardware Cisco Sf200e-24p - All All All

Operating System Cisco Sf200e-24p Firmware - All All All

Operating System Cisco Sf200e-24p Firmware - All All All

Operating System Cisco Sf200e-24 Firmware - All All All

Operating System Cisco Sf200e-24 Firmware - All All All

Hardware Cisco Sf200e-48 - All All All

Hardware Cisco Sf200e-48 - All All All

Hardware Cisco Sf200e-48p - All All All

Hardware Cisco Sf200e-48p - All All All

Operating System Cisco Sf200e-48p Firmware - All All All

Operating System Cisco Sf200e-48p Firmware - All All All

Operating System Cisco Sf200e-48 Firmware - All All All

Operating System Cisco Sf200e-48 Firmware - All All All

Hardware Cisco Sf250-24 - All All All

Hardware Cisco Sf250-24 - All All All

Hardware Cisco Sf250-24p - All All All

Hardware Cisco Sf250-24p - All All All

Operating System Cisco Sf250-24p Firmware All All All All

Operating System Cisco Sf250-24p Firmware All All All All

Operating System Cisco Sf250-24 Firmware All All All All

Operating System Cisco Sf250-24 Firmware All All All All

Hardware Cisco Sf250-48 - All All All

Hardware Cisco Sf250-48 - All All All

Hardware Cisco Sf250-48hp - All All All

Hardware Cisco Sf250-48hp - All All All

Operating System Cisco Sf250-48hp Firmware All All All All

Operating System Cisco Sf250-48hp Firmware All All All All

Operating System Cisco Sf250-48 Firmware All All All All

Operating System Cisco Sf250-48 Firmware All All All All
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Hardware Cisco Sf300-08 - All All All

Hardware Cisco Sf300-08 - All All All

Operating System Cisco Sf300-08 Firmware - All All All

Operating System Cisco Sf300-08 Firmware - All All All

Hardware Cisco Sf300-24 - All All All

Hardware Cisco Sf300-24 - All All All

Hardware Cisco Sf300-24mp - All All All

Hardware Cisco Sf300-24mp - All All All

Operating System Cisco Sf300-24mp Firmware - All All All

Operating System Cisco Sf300-24mp Firmware - All All All

Hardware Cisco Sf300-24p - All All All

Hardware Cisco Sf300-24p - All All All

Hardware Cisco Sf300-24pp - All All All

Hardware Cisco Sf300-24pp - All All All

Operating System Cisco Sf300-24pp Firmware - All All All

Operating System Cisco Sf300-24pp Firmware - All All All

Operating System Cisco Sf300-24p Firmware - All All All

Operating System Cisco Sf300-24p Firmware - All All All

Operating System Cisco Sf300-24 Firmware - All All All

Operating System Cisco Sf300-24 Firmware - All All All

Hardware Cisco Sf300-48 - All All All

Hardware Cisco Sf300-48 - All All All

Hardware Cisco Sf300-48p - All All All

Hardware Cisco Sf300-48p - All All All

Hardware Cisco Sf300-48pp - All All All

Hardware Cisco Sf300-48pp - All All All

Operating System Cisco Sf300-48pp Firmware - All All All

Operating System Cisco Sf300-48pp Firmware - All All All

Operating System Cisco Sf300-48p Firmware - All All All

Operating System Cisco Sf300-48p Firmware - All All All

Operating System Cisco Sf300-48 Firmware - All All All

Operating System Cisco Sf300-48 Firmware - All All All

Hardware Cisco Sf302-08 - All All All

Hardware Cisco Sf302-08 - All All All

Hardware Cisco Sf302-08mp - All All All

Hardware Cisco Sf302-08mp - All All All
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Hardware Cisco Sf302-08mp - All All All

Hardware Cisco Sf302-08mpp - All All All

Hardware Cisco Sf302-08mpp - All All All

Operating System Cisco Sf302-08mpp Firmware - All All All

Operating System Cisco Sf302-08mpp Firmware - All All All

Operating System Cisco Sf302-08mp Firmware - All All All

Operating System Cisco Sf302-08mp Firmware - All All All

Hardware Cisco Sf302-08p - All All All

Hardware Cisco Sf302-08p - All All All

Hardware Cisco Sf302-08pp - All All All

Hardware Cisco Sf302-08pp - All All All

Operating System Cisco Sf302-08pp Firmware - All All All

Operating System Cisco Sf302-08pp Firmware - All All All

Operating System Cisco Sf302-08p Firmware - All All All

Operating System Cisco Sf302-08p Firmware - All All All

Operating System Cisco Sf302-08 Firmware - All All All

Operating System Cisco Sf302-08 Firmware - All All All

Hardware Cisco Sf350-48 - All All All

Hardware Cisco Sf350-48 - All All All

Hardware Cisco Sf350-48mp - All All All

Hardware Cisco Sf350-48mp - All All All

Operating System Cisco Sf350-48mp Firmware All All All All

Operating System Cisco Sf350-48mp Firmware All All All All

Hardware Cisco Sf350-48p - All All All

Hardware Cisco Sf350-48p - All All All

Operating System Cisco Sf350-48p Firmware All All All All

Operating System Cisco Sf350-48p Firmware All All All All

Operating System Cisco Sf350-48 Firmware All All All All

Operating System Cisco Sf350-48 Firmware All All All All

Hardware Cisco Sf500-24 - All All All

Hardware Cisco Sf500-24 - All All All

Hardware Cisco Sf500-24p - All All All

Hardware Cisco Sf500-24p - All All All

Operating System Cisco Sf500-24p Firmware - All All All

Operating System Cisco Sf500-24p Firmware - All All All

Operating System Cisco Sf500-24 Firmware - All All All
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Operating System Cisco Sf500-24 Firmware - All All All

Hardware Cisco Sf500-48 - All All All

Hardware Cisco Sf500-48 - All All All

Hardware Cisco Sf500-48p - All All All

Hardware Cisco Sf500-48p - All All All

Operating System Cisco Sf500-48p Firmware - All All All

Operating System Cisco Sf500-48p Firmware - All All All

Operating System Cisco Sf500-48 Firmware - All All All

Operating System Cisco Sf500-48 Firmware - All All All

Hardware Cisco Sf550x-24 - All All All

Hardware Cisco Sf550x-24 - All All All

Hardware Cisco Sf550x-24mp - All All All

Hardware Cisco Sf550x-24mp - All All All

Operating System Cisco Sf550x-24mp Firmware All All All All

Operating System Cisco Sf550x-24mp Firmware All All All All

Hardware Cisco Sf550x-24p - All All All

Hardware Cisco Sf550x-24p - All All All

Operating System Cisco Sf550x-24p Firmware All All All All

Operating System Cisco Sf550x-24p Firmware All All All All

Operating System Cisco Sf550x-24 Firmware All All All All

Operating System Cisco Sf550x-24 Firmware All All All All

Hardware Cisco Sf550x-48 - All All All

Hardware Cisco Sf550x-48 - All All All

Hardware Cisco Sf550x-48mp - All All All

Hardware Cisco Sf550x-48mp - All All All

Operating System Cisco Sf550x-48mp Firmware All All All All

Operating System Cisco Sf550x-48mp Firmware All All All All

Hardware Cisco Sf550x-48p - All All All

Hardware Cisco Sf550x-48p - All All All

Operating System Cisco Sf550x-48p Firmware All All All All

Operating System Cisco Sf550x-48p Firmware All All All All

Operating System Cisco Sf550x-48 Firmware All All All All

Operating System Cisco Sf550x-48 Firmware All All All All

Hardware Cisco Sg200-08 - All All All

Hardware Cisco Sg200-08 - All All All
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Hardware Cisco Sg200-08p - All All All

Hardware Cisco Sg200-08p - All All All

Operating System Cisco Sg200-08p Firmware - All All All

Operating System Cisco Sg200-08p Firmware - All All All

Operating System Cisco Sg200-08 Firmware - All All All

Operating System Cisco Sg200-08 Firmware - All All All

Hardware Cisco Sg200-10fp - All All All

Hardware Cisco Sg200-10fp - All All All
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