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Summary

CVE CVE-2020-3322

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-03 17:15:00 UTC

Updated 2021-10-19 20:07:00 UTC

Description A vulnerability in Cisco Webex Network Recording Player and Cisco Webex Player for Microsoft Windows could allow an attacker to cause a process crash resulting in a Denial of service (DoS) condition for the player application on an affected system. The vulnerability exists due to insufficient validation of certain elements with a Webex recording stored in either the Advanced Recording Format (ARF) or the Webex Recording Format (WRF). An attacker could exploit this vulnerability by sending a user a malicious ARF or WRF file through a link or email attachment and persuading the user to open the file with the affected software on the local system. A successful exploit could allow the attacker to cause the Webex player application to crash when trying to view the malicious file.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Network Recording Player - All All All

Application Cisco Webex Network Recording Player - All All All

Application Cisco Webex Player - All All All

Application Cisco Webex Player - All All All

References

Reference Source Link

Cisco Bug: CSCvs98269 - Cisco Webex Network Recording Player and Cisco Webex Player Denial of Service CISCO quickview.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Cisco would like to thank Kexu Wang of Fortinet's FortiGuard Labs for reporting
this vulnerability

There are currently no legacy QID mappings associated with this CVE.
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