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Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-13 03:15:00 UTC
Updated 2023-11-07 03:22:00 UTC
Description A vulnerability in the ARJ archive parsing module in Clam AntiVirus (ClamAV) Software versions 0.102.2 could allow an un:

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

References

Reference

[SECURITY] Fedora 31 Update: clamav-0.102.4-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 2215-1] clamav security update

Source

MLIST

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Application Cisco Clam Antivirus All All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All

Link

lists.fedoraproject.org

lists.debian.org
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ClamAV® blog: ClamAV 0.102.3 security patch released CISCO blog.clamav.net Ve

[SECURITY] Fedora 31 Update: clamav-0.102.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: clamav-0.102.4-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 32 Update: clamav-0.102.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
USN-4370-2: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
USN-4435-2: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
USN-4370-1: ClamAV vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com

[SECURITY] Fedora 30 Update: clamav-0.102.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 31 Update: clamav-0.102.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 30 Update: clamav-0.102.3-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
ClamAV: Multiple vulnerabilities (GLSA 202007-23) — Gentoo security GENTOO  security.gentoo.org

[SECURITY] Fedora 32 Update: clamav-0.102.4-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 2314-1] clamav security update MLIST lists.debian.org
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| Vendor Comments And Credit

Discovery Credit

LEGACY: Special thanks to Daehui Chang and Fady Othman for helping identify the ARJ
parsing vulnerability.

Legacy QID Mappings

500098 Alpine Linux Security Update for clamav

503823 Alpine Linux Security Update for clamav

690450 Free Berkeley Software Distribution (FreeBSD) Security Update for clamav (f7a02651-c798-11ea-81d6-6805cabe6ebb)
750483 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2276-1)

750485 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2268-1)
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