CVE-2020-3394
Published on: 08/27/2020 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:23:39 PM UTC

CVE-2020-3394 - advisory for cisco-sa-n3n9k-priv-escal-3QhXJBC

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

essaomvncrriunsucisad — Gertain versions of Nexus 3016 from Cisco contain the foIIowing
’ vulnerability:

A vulnerability in the Enable Secret feature of Cisco Nexus 3000 Series
Switches and Cisco Nexus 9000 Series Switches in standalone NX-OS
mode could allow an authenticated, local attacker to issue the enable
command and get full administrative privileges. To exploit this
vulnerability, the attacker would need to have valid credentials for the
affected device. The vulnerability is due to a logic error in the implementation of the enable
command. An attacker could exploit this vulnerability by logging in to the device and issuing
the enable command. A successful exploit could allow the attacker to gain full administrative
privileges without using the enable password. Note: The Enable Secret feature is disabled by
default.

CVE-2020-3394 has been assigned by ;= psirt@cisco.com to track the vulnerability - currently rated as m severity.

The Cisco Product Security Incident Response Team (PSIRT) is not aware of any public announcements or malicious use of the
vulnerability that is described in this advisory.

Affected Vendor/Software: ;: Cisco - Cisco NX-OS Software version n/a

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ HIGH | [ HIGH | [ HIGH |

CVSS2 Score: 7.2-HIGH
Access Access Authentication
Vector Complexity
Low [NONE_



https://cve.report/
https://cve.report/CVE-2020-3394/mitre
https://cve.report/CVE-2020-3394/nist
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http://cve.report/glossary/cvss-2-score-details/

Confidentiality Integrity Availability

Impact Impact Impact
CVE References
Description Tags Link

Cisco Nexus 3000 and 9000 Series Switches Privilege () CISCO 20200826 Cisco Nexus 3000 and 9000 Series
Escalation Vulnerability Switches Privilege Escalation Vulnerability

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Cisco Nexus 3016 - All All All
Hardware &= = Cisco Nexus 3016 - All All All
Hardware &= 4 Cisco Nexus 3048 - All All All
Hardware &= 4 Cisco Nexus 3048 - All All All
Hardware &= 4 Cisco Nexus 3064 - All All All
Hardware &= 4 Cisco Nexus 3064 - All All All
Hardware &= 4 Cisco Nexus 3064-t - All All All
Hardware &= 4 Cisco Nexus 3064-t - All All All
Hardware &= 4 Cisco Nexus 31108pc-v - All All All
Hardware &= 4 Cisco Nexus 31108pc-v - All All All
Hardware &= [ Cisco Nexus 31108tc-v - All All All
Hardware = [ Cisco Nexus 31108tc-v - All All All
Hardware &= >4 Cisco Nexus 31128pq - All All All
Hardware &= >4 Cisco Nexus 31128pq - All All All
Hardware = [ Cisco Nexus 3132c-z - All All All
Hardware &= = Cisco Nexus 3132¢-z - All All All
Hardware &= = Cisco Nexus 3132q - All All All
Hardware = [ Cisco Nexus 3132q - All All All
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Hiaruwalc ﬁ [Ad] vidLuU

Hardware &= A Cisco
Hardware &= A Cisco
Hardware &= = Cisco
Hardware &= = Cisco
Hardware = = Cisco
Hardware = = Cisco
Hardware = > Cisco
Hardware &= > Cisco
Hardware = > Cisco
Hardware &= > Cisco
Hardware &= > Cisco
Hardware &= > Cisco
Hardware &= = Cisco
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Hardware &= = Cisco
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System

INGAUD JUI LA

Nexus 9372px-e

Nexus 9372px-e

Nexus 9372tx

Nexus 9372tx

Nexus 9372tx-e

Nexus 9372tx-e

Nexus 9396px

Nexus 9396px

Nexus 9396tx

Nexus 9396tx

Nexus 9504

Nexus 9504

Nexus 9508

Nexus 9508

Nexus 9516

Nexus 9516

Nx-o0s

Nx-os

ek kKoK kKK,

cpe:2.3:h:cisco:nexus_3016:-:*:*:*:*:

ek koK kKKK,

cpe:2.3:h:cisco:nexus_3048:-:*:*:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:cisco:nexus_3048:-:*:*:*:*:

a_ekuk kKoK KLk,

cpe:2.3:h:cisco:nexus_3064:-:*:*:*:*:

Rk ok ok ok K Lk,

cpe:2.3:h:cisco:nexus_3064-t:-:*:*:*:*:

Rk ok ok kK Lk,

cpe:2.3:h:cisco:nexus_3064-t:-:*:*:*:*:

e_ekakak ok akak ok,

cpe:2.3:h:cisco:nexus_31108pc-v:-:*:
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e_ekakuk ok ukak ok,

cpe:2.3:h:cisco:nexus_3132q:-* """

e_ekakuk ok Lkuk ok,

cpe:2.3:h:cisco:nexus_3132q:-* "

e_ekakakokLkuk ok,

cpe:2.3:h:cisco:nexus_3132qg-v:-*:""

e_ekakukokLkuk ok,

cpe:2.3:h:cisco:nexus_3132qg-v:-:*:""

e ek koK ok kK Lk,

cpe:2.3:h:cisco:nexus_3132qg-x:-: "

e ek ko ko kK,

cpe:2.3:h:cisco:nexus_3132qg-xl:-* "

e_ekukuk ok Lkuk ok,

cpe:2.3:h:cisco:nexus_3164q:-:** "

e_ekukuk ok kuk ok,

cpe:2.3:h:cisco:nexus_3164q:-** "

a_ekuk kKK kLK,

cpe:2.3:h:cisco:nexus_3172:-:******:*:

e_akakuk kKKK,

cpe:2.3:h:cisco:nexus_3172pq-xl:-

e_akukuk kKKK,

cpe:2.3:h:cisco:nexus_3172pq-xl:-*

ek kKoK Lk,

cpe:2.3:h:cisco:nexus_3172tq:-** """

e akakuk oKk ak k.

cpe:2.3:h:cisco:nexus_3172tq-32t:-*:* " "

e_akakuk kR Rk,

cpe:2.3:h:cisco:nexus_3172tq-32t:-** " "

Rk ok kKoK Lk,

cpe:2.3:h:cisco:nexus_3172tg-xl:-* "

Rk ok kKoK Lk,

cpe:2.3:h:cisco:nexus_3172tg-xl:-* "%

e ekakuk ok akak ok,

cpe:2.3:hicisco:nexus_3232c:-*:*:***: %

e_ekakak ok akak ok,

cpe:2.3:hicisco:nexus_3232c:-*:*:***: %

e_ekakak oKk kK,

cpe:2.3:h:cisco:nexus_3264c-e:-**: 1 "%

e_ekakukakakak ok,

cpe:2.3:h:cisco:nexus_3264c-e:-:*: """



cpe:2.3:h:cisco:nexus_3432d-s:-:*: "

cpe:2.3:h:cisco:nexus_3432d-s:-:*:": "

cpe:2.3:h:cisco:nexus_B3464c:-*: "

cpe:2.3:h:cisco:nexus_B3464c:-*:

cpe:2.3:h:cisco:nexus_3524:-:":*****:*:

cpe:2.3:h:cisco:nexus_3524-x:-* "

cpe:2.3:h:cisco:nexus_3548:- """

cpe:2.3:h:cisco:nexus_3548:- """

cpe:2.3:h:cisco:nexus_3548-x|:-* ™

cpe:2.3:h:cisco:nexus_36180yc-r:-r* " """

cpe:2.3:h:cisco:nexus_36180yc-r:-1* " """

cpe:2.3:h:cisco:nexus_3636¢-r:-:*:*** "

cpe:2.3:h:cisco:nexus_9000v:-:*:*:***:*:*:

cpe:2.3:h:cisco:nexus_9000v:-*:"* "

cpe:2.3:h:cisco:nexus_92160yc-x:-*:***:*:**:



cpe:2.3:h:cisco:nexus_92348gc-x:-" "

cpe:2.3:h:cisco:nexus_9236¢:-:*:":*

cpe:2.3:h:cisco:nexus_9272q:-:* 7 "

cpe:2.3:h:cisco:nexus_9272q:-:** "

cpe:2.3:h:cisco:nexus_93108tc-ex:-:*:***:*:*:*:

cpe:2.3:h:cisco:nexus_93108tc-ex:-:*:***:*:*:*:

cpe:2.3:h:cisco:nexus_93120tx:-:*:*: 7

cpe:2.3:h:cisco:nexus_93128tx:-:*:*: " *:*:

cpe:2.3:h:cisco:nexus_93180yc-ex:-:** ™™

cpe:2.3:h:cisco:nexus_93180yc-ex:-:** ™™

cpe:2.3:h:cisco:nexus_93180yc-fx:-* " "

cpe:2.3:h:cisco:nexus_93180yc-fx:-*r****:*:*:

cpe:2.3:h:cisco:nexus_93216tc-fx2:-*****:*:*:

cpe:2.3:h:cisco:nexus_93240yc-fx2:-1*: """



cpe:2.3:h:cisco:nexus_93360yc-fx2:-:*:*:* """

cpe:2.3:h:cisco:nexus_9336¢-fx2:-:*: "

cpe:2.3:h:cisco:nexus_9336¢-fx2:-:*: "

cpe:2.3:h:cisco:nexus_9336pg_aci_spine:-*: "

cpe:2.3:h:cisco:nexus_9348gc-fxp:-* "

cpe:2.3:h:cisco:nexus_9348gc-fxp:-*: "

e_ekakuk ok Lkak k.

cpe:2.3:h:cisco:nexus_9364c:-*: " "

e_ekakuk ok Lkuk ok,

cpe:2.3:h:cisco:nexus_9364c:-:*: "

a_akuk kKoK kLK,

cpe:2.3:h:cisco:nexus_9372px:-*:**
cpe:2.3:h:cisco:nexus_9372px:-*:**
cpe:2.3:h:cisco:nexus_9372px-e:-:******:*:
cpe:2.3:h:cisco:nexus_9372px-e:-:******:
cpe:2.3:h:cisco:nexus_9372tx:-*
cpe:2.3:h:cisco:nexus_9372tx-e:- " *
cpe:2.3:h:cisco:nexus_9372tx-e:- " "

e_akuk koK ok oKk,

cpe:2.3:h:cisco:nexus_9396px:-*:*:* ™

ek koK ok ok Lk,

cpe:2.3:h:cisco:nexus_9396tx:-:*:***:*:*:*:

ek ko k koK Lk,

cpe:2.3:h:cisco:nexus_9396tx:-:*:*:****:*:

kKoK kKKK,

cpe:2.3:h:cisco:nexus_9504:-:":*** "

rna 2 V-hrricrntnaviie QRNR:_-* ek kkdkkk,



cpe:2.3:0:CiSCO:NX-08:- " " "™

No vendor comments have been submitted for this CVE
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