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CVE CVE-2020-3427
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-14 19:15:00 UTC
Updated 2022-09-20 16:59:00 UTC
Description

/ ]

Risk And Classification

The Windows Logon installer prior to 4.1.2 did not properly validate file installation paths. This allows an attacker with local

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Duo Authentication For Windows Logon And Rdp All All All All
Application Cisco Duo Authentication For Windows Logon And Rdp All All All All

References

Reference
2FA for Windows Logon and RDP - Release Notes | Duo Security
CVE Program record

NVD vulnerability detail

Source Link Tags
CISCO duo.com Release Notes, Vendor Advisory
CVE.ORG www.cve.org canonical

NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was reported by Ido Hoorvitch from CyberArk

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2020-3427
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit



