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CVE CVE-2020-35125
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-09 22:15:00 UTC
Updated 2021-02-16 15:56:00 UTC
Description A cross-site scripting (XSS) vulnerability in the forms component of Mautic before 3.2.4 allows remote attackers to inject ex:

/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Acquia Mautic Al Al Al Al
Application Acquia Mautic All All All All

1|

References

Reference Source
Horizon3.ai - Red Teaming as a Service MISC
Security release for all versions of Mautic prior to 2.16.5 and 3.2.4 - Mautic Community MISC
Latest Announcements topics - Mautic Community Forums MISC

XSS vulnerability leveraged through referrers could allow un-authorized admin access - Advisory - mautic/mautic - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2020-35125/mitre
https://cve.report/CVE-2020-35125/nist
https://cve.report/CVE-2020-35125/cve_org
https://cve.report/api/cve/CVE-2020-35125.json
https://cve.report/CVE-2020-35125.pdf
http://cve.report/vendor/acquia
http://cve.report/software/acquia/mautic
http://cve.report/vendor/acquia
http://cve.report/software/acquia/mautic
https://www.horizon3.ai/disclosures/mautic-unauth-xss-to-rce
https://www.mautic.org/blog/community/security-release-all-versions-mautic-prior-2-16-5-and-3-2-4
https://forum.mautic.org/c/announcements/16
https://github.com/mautic/mautic/security/advisories/GHSA-42q7-95j7-w62m
https://www.cve.org/CVERecord?id=CVE-2020-35125
https://nvd.nist.gov/vuln/detail/CVE-2020-35125
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