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Summary

CVE CVE-2020-35136

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-23 15:15:00 UTC

Updated 2022-11-17 17:21:00 UTC

Description Dolibarr 12.0.3 is vulnerable to authenticated Remote Code Execution. An attacker who has the access the admin dashboard can manipulate the backup function by inserting a payload into the filename for the zipfilename_template parameter to admin/tools/dolibarr_export.php.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dolibarr Dolibarr 12.0.3 All All All

Application Dolibarr Dolibarr 12.0.3 All All All

Application Dolibarr Dolibarr Erp/crm 12.0.3 All All All

References

Reference Source Link Tags

SourceForge.net: Dolibarr ERP/CRM MISC sourceforge.net Product, Third Party Advisory

Releases · Dolibarr/dolibarr · GitHub MISC github.com Third Party Advisory

Fix disallow -- string into filename for security purpose. Vulnerability · Dolibarr/dolibarr@4fcd3fe · GitHub MISC github.com Patch, Third Party Advisory

Zero Day Hunting Diaries - 2 MISC bilishim.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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