CVE-2020-35176

MITRE NVD CVE.ORG JSON API Print: PDF 1)
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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-12 00:15:00 UTC
Updated 2023-11-07 03:21:00 UTC
Description In AWStats through 7.8, cgi-bin/awstats.pl?config= accepts a partial absolute pathname (omitting the initial /etc), even thou
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Awstats Awstats All All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Reference Source Link Tags
path traversal flaw - Issue #195 - eldy/awstats - GitHub MISC github.com Third F
[SECURITY] Fedora 33 Update: awstats-7.8-2.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 32 Update: awstats-7.8-2.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: awstats-7.8-2.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] [DLA 2506-1] awstats security update MLIST lists.debian.org Mailing
[SECURITY] Fedora 33 Update: awstats-7.8-2.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org canoni

NVD vulnerability detail NVD nvd.nist.gov canoni
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/47QZWKSRZYZFESYTLSW7A6KVKOOPL7IV/
https://lists.debian.org/debian-lts-announce/2020/12/msg00035.html
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198370 Ubuntu Security Notification for AWStats vulnerabilities (USN-4953-1)
500044 Alpine Linux Security Update for awstats

503726 Alpine Linux Security Update for awstats

691037 Free Berkeley Software Distribution (FreeBSD) Security Update for www/awstats (bba3f684-9b1d-11ed-9a3f-b42e991fc52¢)
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