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CVE CVE-2020-35275
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-21 15:15:00 UTC
Updated 2020-12-21 17:04:00 UTC
Description

JSON API Print: PDF 1)

Risk And Classification

Problem Types: CWE-79

Type Vendor Product Version Update
Application Coastercms Coastercms 5.8.18 All
Application Coastercms Coastercms 5.8.18 All

NVD Known Affected Configurations (CPE 2.3)

Coastercms v5.8.18 is affected by cross-site Scripting (XSS). A user can steal a cookie and make the user redirect to any n
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Edition Language
All All
All All

References

Reference Source
Coastercms 5.8.18 - Stored XSS - PHP webapps Exploit MISC
Coaster CMS | Login MISC
demo.coastercms.org/homepage/blog MISC
coastercms.com MISC
Coaster CMS | Login MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1

Link
www.exploit-db.com
demo.coastercms.org
demo.coastercms.org
coastercms.com
demo.coastercms.org
WWW.CVe.org

nvd.nist.gov

Tags

Exploit, Third Party Advisory, VDB Entry
Permissions Required, Product, Vendor Advi
Broken Link, Product, Vendor Advisory
Broken Link, Product, Vendor Advisory
Permissions Required, Product, Vendor Advi
canonical

canonical, analysis

blt“el‘mlﬁﬂ
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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