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Summary

CVE CVE-2020-35391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-01 07:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description Tenda N300 F3 12.01.01.48 devices allow remote attackers to obtain sensitive information (possibly including an http_passwd line) via a direct request for cgi-bin/DownloadCfg/RouterCfm.cfg, a related issue to CVE-2017-14942. NOTE: the vulnerability report may suggest that either a ? character must be placed after the RouterCfm.cfg filename, or that the HTTP request headers must be unusual, but it is not known why these are relevant to the device's HTTP response behavior.

Risk And Classification

Problem Types: CWE-425

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tenda F3 - All All All

Hardware Tenda F3 - All All All

Operating System Tenda F3 Firmware 12.01.01.48 All All All

Operating System Tenda F3 Firmware 12.01.01.48 All All All

References

Reference Source Link

Tenda N300 Authentication Bypass via Malformed HTTP Request Header - Signal Hill Technologies - Medium medium.com

Tenda N300 F3 12.01.01.48 Header Processing ≈ Packet Storm MISC packetstormsecurity.com

Tenda N300 Authentication Bypass via Malformed HTTP Request Header - Signal Hill Technologies - Medium MISC medium.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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