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Summary

CVE CVE-2020-35458

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-12 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in ClusterLabs Hawk 2.x through 2.3.0-x. There is a Ruby shell code injection issue via the hawk_remember_me_id parameter in the login_from_cookie cookie. The user logout routine could be used by unauthenticated remote attackers to execute code as hauser.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clusterlabs Hawk 2.2.0-12 All All All

Application Clusterlabs Hawk 2.3.0-12 All All All

Application Clusterlabs Hawk 2.2.0-12 All All All

Application Clusterlabs Hawk 2.3.0-12 All All All

References

Reference Source Link Tags

oss-security - Security issues in hawk2 and crmsh CONFIRM www.openwall.com Mailing List, Patch, Third Party Advisory

oss-security - Security issues in hawk2 and crmsh MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

Releases · ClusterLabs/hawk · GitHub MISC github.com Release Notes, Third Party Advisory

Bug 1179998 – VUL-0: CVE-2020-35458: hawk2: remote code execution via hawk_remember_me_id MISC bugzilla.suse.com Issue Tracking, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2020-35458/mitre
https://cve.report/CVE-2020-35458/nist
https://cve.report/CVE-2020-35458/cve_org
https://cve.report/CVE-2020-35458.pdf
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http://cve.report/software/clusterlabs/hawk
https://www.openwall.com/lists/oss-security/2021/01/12/3
http://www.openwall.com/lists/oss-security/2021/01/12/3
https://github.com/ClusterLabs/hawk/releases
https://bugzilla.suse.com/show_bug.cgi?id=1179998
https://www.cve.org/CVERecord?id=CVE-2020-35458
https://nvd.nist.gov/vuln/detail/CVE-2020-35458
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750399 OpenSUSE Security Update for hawk2 (openSUSE-SU-2021:0147-1)

750400 OpenSUSE Security Update for hawk2 (openSUSE-SU-2021:0144-1)

750424 OpenSUSE Security Update for hawk2 (openSUSE-SU-2021:0074-1)

750436 OpenSUSE Security Update for hawk2 (openSUSE-SU-2021:0054-1)
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