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CVE-2020-35477

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanamacLrrnunsucniuan Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

MediaWiki before 1.35.1 blocks legitimate attempts to hide log entries
in some situations. If one sets MediaWiki:Mainpage to
Special:MyLanguage/Main Page, visits a log entry on Special:Log, and
toggles the "Change visibility of selected log entries" checkbox (or a
tags checkbox) next to it, there is a redirection to the main page's
action=historysubmit (instead of the desired behavior in which a revision-deletion form
appears).

CVE-2020-35477 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [GEEMEDIIN] |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) [[NONE |

CVE References

Description Tags Link
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https://cve.report/
https://cve.report/CVE-2020-35477/mitre
https://cve.report/CVE-2020-35477/nist
https://cve.report/CVE-2020-35477/cve_org
https://cve.report/CVE-2020-35477.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

uenldrl -- DECUTILy ITHOTNTIALUOIN -- UDA-40 10- 1 [TIEUIdWIKI (¥ UEDIAN UDA-4510
www.debian.org

Depreciated Link

text/html
[MediaWiki-announce] Security and maintenance release: Mailing List MISC lists.wikimedia.org/pipermail/mediawiki-
1.31.11/1.351 Release Notes announce/2020-December/000268.html

Vendor Advisory
lists.wikimedia.org

text/htm

[SECURITY] Fedora 33 Update: mediawiki-1.35.1-1.fc33 - lists.fedoraproject.org FEDORA FEDORA-2020-0be2d40e13
package-announce - Fedora Mailing-Lists text/html

[SECURITY] [DLA 2504-1] mediawiki security update Mailing List (@ MLIST [debian-lts-announce] 20201223
Third Party Advisory [SECURITY] [DLA 2504-1] mediawiki security
lists.debian.org update
text/htm

Login W MISC phabricator.wikimedia.org/T205908
Third Party Advisory
phabricator.wikimedia.org

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 10.0 All All All
System

Operating Debian Debian Linux 9.0 All All All
System

Operating Debian Debian Linux 10.0 All All All
System

Operating Debian Debian Linux 9.0 All All All
System

Operating Fedoraproject Fedora 33 All All All
System

Application Mediawiki Mediawiki All All All All
Application Mediawiki Mediawiki All All All All
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https://www.debian.org/security/2020/dsa-4816
https://lists.wikimedia.org/pipermail/mediawiki-announce/2020-December/000268.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/STT5Z4A3BCXVH3WIPICWU2FP4IPIMUPC/
https://lists.debian.org/debian-lts-announce/2020/12/msg00034.html
https://phabricator.wikimedia.org/T205908
mailto:%20comment@cve.report
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
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No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
Severity: ?? | MediaWiki before 1.35.1 blocks legitimat... | CVE-2020-35477 | Link for more: 2022-04-08
@RemotelyAlerts  alerts.remotelyrmm.com/CVE-2020-35477 15:28:05

< Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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