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Summary

CVE CVE-2020-35525

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 18:15:00 UTC

Updated 2023-07-06 19:15:00 UTC

Description In SQlite 3.31.1, a potential null pointer derreference was found in the INTERSEC query processing.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sqlite Sqlite 3.31.1 All All All

References

Reference Source Link Tags

403 Forbidden CONFIRM security.netapp.com

SQLite: Check-in [a67cf5b7] MISC www.sqlite.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160168 Oracle Enterprise Linux Security Update for sqlite (ELSA-2022-7108)

181051 Debian Security Update for sqlite3 (DLA 3107-1)

198940 Ubuntu Security Notification for SQLite Vulnerabilities (USN-5615-1)

240772 Red Hat Update for sqlite (RHSA-2022:7108)

377744 Alibaba Cloud Linux Security Update for sqlite (ALINUX3-SA-2022:0179)
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591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

672345 EulerOS Security Update for sqlite (EulerOS-SA-2022-2744)

672361 EulerOS Security Update for sqlite (EulerOS-SA-2022-2779)

673116 EulerOS Security Update for sqlite (EulerOS-SA-2023-2171)

673673 EulerOS Security Update for sqlite (EulerOS-SA-2023-3160)

940718 AlmaLinux Security Update for sqlite (ALSA-2022:7108)

960311 Rocky Linux Security Update for sqlite (RLSA-2022:7108)
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