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CVE CVE-2020-35534
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 18:15:00 UTC
Updated 2022-09-07 17:35:00 UTC
Description In LibRaw, there is a memory corruption vulnerability within the "crxFreeSubbandData()" function (libraw\src\decoders\crx.c
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libraw Libraw 0.20.0 - All All

Application Libraw Libraw 0.20.0 rc2 All All

Application Libraw Libraw 0.20.1 All All All

Application Libraw Libraw 0.20.2 All All All

Application Libraw Libraw 0.21.0 betal All All

Reference Source Link Tags
Libraw "crxFreeSubbandData()" Memory Corruption Vulnerability - Issue #279 - LibRaw/LibRaw - GitHub  MISC github.com

CR8 decoder: use mempool for memory - LibRaw/LibRaw@e41f331 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canon
NVD vulnerability detail NVD nvd.nist.gov  canon
4 2

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502878 Alpine Linux Security Update for libraw
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505758 Alpine Linux Security Update for libraw
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