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Summary

CVE CVE-2020-35576

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:15:00 UTC

Updated 2023-02-02 19:58:00 UTC

Description A Command Injection issue in the traceroute feature on TP-Link TL-WR841N V13 (JP) with firmware versions prior to 201216 allows authenticated users to execute arbitrary code as root via shell metacharacters, a different vulnerability than CVE-2018-12577.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Tl-wr841n v13 All All All

Hardware Tp-link Tl-wr841n v13 All All All

Operating System Tp-link Tl-wr841n Firmware All All All All

Operating System Tp-link Tl-wr841n Firmware All All All All

References

Reference Source Link Tags

をダウンロード TL-WR841N | TP-Link 日本 MISC www.tp-link.com

JVNVU#92444096: TP-Link TL-WR841N V13 (JP) vulnerable to OS command injection MISC jvn.jp Patch, Third Party Advisory

TP-Link - Security Advisory | TP-Link MISC www.tp-link.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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