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Description In SaltStack Salt before 3002.5, when authenticating to services using certain modules, the SSL certificate is not always va

/ [

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 34 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Saltstack Salt All All All All
Application Saltstack Salt All All All All
Application Saltstack Salt All All All All
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Active SaltStack CVE Release 2021-FEB-25 — Salt Project

Salt: Multiple vulnerabilities (GLSA 202103-01) — Gentoo security

Source
CONFIRM
[SECURITY] Fedora 32 Update: salt-3001.6-1.fc32 - package-announce - Fedora Mailing-Lists

GENTOO
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No vendor comments have been submitted for this CVE.

Third P

Third P

canoni(

canonic

Legacy QID Mappings

178891 Debian Security Update for salt (DLA 2815-1)

178903 Debian Security Update for salt (DSA 5011-1)

281580 Fedora Security Update for salt (FEDORA-2021-904a2dbcOc)

281581 Fedora Security Update for salt (FEDORA-2021-5756fbf8a6)

281582 Fedora Security Update for salt (FEDORA-2021-43eb5584ad)

375416 SaltStack Salt Master Multiple Security Vulnerabilities

375417 SaltStack Salt Minion Multiple Security Vulnerabilities

710007 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202103-01)

710782 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202310-22)

750344 OpenSUSE Security Update for salt (openSUSE-SU-2021:0347-1)

690206 Free Berkeley Software Distribution (FreeBSD) Security Update for salt (a1e03a3d-7be0-11eb-b392-20cf30e32f6d)
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