
CVE-2020-35698
Published on: Not Yet Published

Last Modified on: 11/07/2023 03:22:00 AM UTC

CVE-2020-35698

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Thinkific from Thinkific contain the following
vulnerability:

Thinkific Thinkific Online Course Creation Platform 1.0 is affected by:
Cross Site Scripting (XSS). The impact is: execute arbitrary code
(remote). The component is: Affected Source code of the website CMS
which is been used by many to host their online courses using the
Thinkific Platform. The attack vector is: To exploit the vulnerability any

user has to just visit the link - https://hacktify.thinkific.com/account/billing?
success=%E2%80%AA%3Cscript%3Ealert(1)%3C/script%3E. ¶¶ Thinkific is a Website
based Learning Platform Product which is used by thousands of users worldwide. There is a
Cross Site Scripting (XSS) based vulnerability in the code of the CMS where any attacker can
execute a XSS attack. Proof of Concept & Steps to Reproduce: Step1 : Go to Google.com
Step 2 : Search for this Dork site:thinkific.com -www Step 3 : You will get a list of websites
which are running on the thinkific domains. Step 4 : Create account and signin in any of the
website Step 5 : Add this endpoint at the end of the domain and you will see that there is a
XSS Alert /account/billing?success=%E2%80%AA<script>alert(1)</script> Step 6 : Choose
any domains from google for any website this exploit will work on all the websites as it is a
code based flaw in the CMS Step 7 : Thousands of websites are vulnerable due to this
vulnerable code in the CMS itself which is giving rise to the XSS attack.
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CVE-2020-35698 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as MEDIUM  severity.
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Description Tags Link

CVE-2020–35698. Thinkific Online Course Creation… | by Rohit
Gautam | Jul, 2023 | Medium

medium.com

text/html

 MISC medium.com/@rohitgautam26/cve-2020-
35698-a922189c42ef

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Thinkific Thinkific 1.0 All All All

No vendor comments have been submitted for this CVE
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@ipssignatures
The vuln CVE-2020-35698 has a tweet created 0 days ago and retweeted 13 times.
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