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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-11 16:15:00 UTC
Updated 2023-11-07 03:22:00 UTC
Description An issue was discovered in Cacti 1.2.x through 1.2.16. A SQL injection vulnerability in data_debug.php allows remote authe
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All
References

Reference

[SECURITY] Fedora 34 Update: cacti-spine-1.2.17-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: cacti-spine-1.2.17-1.fc32 - package-announce - Fedora Mailing-Lists

Cacti 1.2.0 to 1.2.16 SQL Injection — Hacking like it's 1999

[SECURITY] Fedora 33 Update: cacti-spine-1.2.17-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: cacti-spine-1.2.17-1.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: cacti-spine-1.2.17-1.fc32 - package-announce - Fedora Mailing-Lists

SQL Injection vulnerability due to input validation errors when diagnosing datasources (CVE-2020-35701) - Issue #4022 - Cacti/cacti - GitHub
Cacti: Remote code execution (GLSA 202101-31) — Gentoo security

[SECURITY] Fedora 33 Update: cacti-spine-1.2.17-1.fc33 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281169 Fedora Security Update for cacti (FEDORA-2021-0e0fd08e44)
281170 Fedora Security Update for cacti (FEDORA-2021-6dfba2aabf)

281171 Fedora Security Update for cacti (FEDORA-2021-598b6d2924)
501530 Alpine Linux Security Update for cacti

504594 Alpine Linux Security Update for cacti

690100 Free Berkeley Software Distribution (FreeBSD) Security Update for cacti (e4cd0b38-c9f9-11eb-87e1-08002750c711)

750204 OpenSUSE Security Update for cacti, cacti-spine (openSUSE-SU-2021:0755-1)
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