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Summary

CVE CVE-2020-35716

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-26 01:15:00 UTC

Updated 2020-12-28 19:59:00 UTC

Description Belkin LINKSYS RE6500 devices before 1.0.012.001 allow remote attackers to cause a persistent denial of service (segmentation fault) via a long /goform/langSwitch langSelectionOnly parameter.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Linksys Re6500 - All All All

Hardware Linksys Re6500 - All All All

Operating System Linksys Re6500 Firmware All All All All

Operating System Linksys Re6500 Firmware All All All All

References

Reference

Your Elastic Security Team, better security testing through bug bounties and managed security programs | Bugcrowd

RE Solver - Malware, ransomware analysis and a lot of fun with reverse engineering.: Linksys RE6500 - Unauthenticated RCE: Full Disclosure

downloads.linksys.com/support/assets/releasenotes/ExternalReleaseNotes_RE6500_1.0.0...

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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