
CVE-2020-35742
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-35742

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-31 08:15:00 UTC

Updated 2021-01-07 21:57:00 UTC

Description HGiga MailSherlock contains a vulnerability of SQL Injection. Attackers can inject and launch SQL commands in a URL parameter.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hgiga Msr45 Isherlock-antispam All All All All

Application Hgiga Msr45 Isherlock-antispam All All All All

Application Hgiga Msr45 Isherlock-user All All All All

Application Hgiga Msr45 Isherlock-user All All All All

Application Hgiga Ssr45 Isherlock-antispam All All All All

Application Hgiga Ssr45 Isherlock-antispam All All All All

Application Hgiga Ssr45 Isherlock-user All All All All

Application Hgiga Ssr45 Isherlock-user All All All All

References

Reference Source Link Tags

TWCERT/CC台灣電腦網路危機處理暨協調中心-HGiga MailSherlock - SQL Injection-1 MISC www.twcert.org.tw Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

https://cve.report/
https://cve.report/CVE-2020-35742/mitre
https://cve.report/CVE-2020-35742/nist
https://cve.report/CVE-2020-35742/cve_org
https://cve.report/api/cve/CVE-2020-35742.json
https://cve.report/CVE-2020-35742.pdf
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/msr45_isherlock-antispam
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/msr45_isherlock-antispam
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/msr45_isherlock-user
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/msr45_isherlock-user
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/ssr45_isherlock-antispam
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/ssr45_isherlock-antispam
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/ssr45_isherlock-user
http://cve.report/vendor/hgiga
http://cve.report/software/hgiga/ssr45_isherlock-user
https://www.twcert.org.tw/tw/cp-132-4261-d5379-1.html
https://www.cve.org/CVERecord?id=CVE-2020-35742
https://nvd.nist.gov/vuln/detail/CVE-2020-35742


LEGACY: Robin Tung, Dio Lin of CHT Security Co., Ltd.

There are currently no legacy QID mappings associated with this CVE.
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