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Summary
CVE CVE-2020-35773
State PUBLIC
Assigner cve@mitre.org

Source Priority = CVE Program / NVD first with legacy fallback

Published 2020-12-29 18:15:00 UTC
Updated 2022-07-17 12:59:00 UTC
Description The site-offline plugin before 1.4.4 for WordPress lacks certain wp_create_nonce and wp_verify_nonce calls, aka CSRF.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Freehtmldesigns Site Offline All All All
Application Freehtmldesigns Site Offline All All All

Language

All

All

References
Reference Source
advisory.checkmarx.net/advisory/CX-2020-4292 MISC
Site Offline Or Coming Soon Or Maintenance Mode | WordPress.org MISC
Changeset 2445009 — WordPress Plugin Repository MISC
wp_create_nonce() | Function | WordPress Developer Resources MISC

WordPress > wp_verify_nonce() | Function | WordPress Developer Resources  MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Link
advisory.checkmarx.net
wordpress.org
plugins.trac.wordpress.org
developer.wordpress.org
developer.wordpress.org
WwWWw.Ccve.org

nvd.nist.gov

Tags

Product, Third Part
Patch, Third Party .
Third Party Advisor
Third Party Advisor
canonical

canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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