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CVE-2020-3580 - advisory for cisco-sa-asaftd-xss-multiple-FCB3vPZe

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Adaptive Security Appliance Software from Cisco
contain the following vulnerability:

Multiple vulnerabilities in the web services interface of Cisco Adaptive
Security Appliance (ASA) Software and Cisco Firepower Threat
Defense (FTD) Software could allow an unauthenticated, remote
attacker to conduct cross-site scripting (XSS) attacks against a user of
the web services interface of an affected device. The vulnerabilities are

due to insufficient validation of user-supplied input by the web services interface of an affected
device. An attacker could exploit these vulnerabilities by persuading a user of the interface to
click a crafted link. A successful exploit could allow the attacker to execute arbitrary script
code in the context of the interface or allow the attacker to access sensitive, browser-based
information. Note: These vulnerabilities affect only specific AnyConnect and WebVPN
configurations. For more information, see the Vulnerable Products section.

CVSS3 Score: 6.1 - MEDIUM
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CVE-2020-3580 has been assigned by  psirt@cisco.com to track the vulnerability - currently rated as MEDIUM  severity.

The Cisco Product Security Incident Response Team (PSIRT) is not aware of any public announcements or malicious use of the
vulnerabilities that are described in this advisory.

Affected Vendor/Software:  Cisco - Cisco Adaptive Security Appliance (ASA) Software version n/a
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CVE References

Description Tags Link

Cisco Adaptive Security Appliance Software and Firepower
Threat Defense Software Web Services Interface Cross-Site
Scripting Vulnerabilities

Patch

Vendor Advisory

tools.cisco.com

text/html

 CISCO 20201021 Cisco Adaptive Security Appliance
Software and Firepower Threat Defense Software Web
Services Interface Cross-Site Scripting Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

150447 Cisco Adaptive Security Appliance (ASA) and Firepower Threat Defense (FTD) Cross-Site Scripting (XSS) Vulnerabilities

Exploit/POC from Github

Automated bulk IP or domain scanner for CVE 2020 3580. Cisco ASA and FTD XSS hunter.

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Cisco Adaptive Security Appliance Software All All All All

Operating
System

Cisco Adaptive Security Appliance Software All All All All

Operating
System

Cisco Firepower Threat Defense All All All All

Operating
System

Cisco Firepower Threat Defense All All All All

No vendor comments have been submitted for this CVE
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 @ArchinalLee #Cisco ASA/FTDs are being targeted after a #PoC has been posted for CVE-2020-3580 by
@ptswarm. Cisco devices were a… twitter.com/i/web/status/1…

2021-06-29
21:51:00

 @helpnetsecurity Cisco security devices targeted with CVE-2020-3580 PoC exploit -
helpnetsecurity.com/2021/06/29/cve… - @CiscoSecure @ptswarm…
twitter.com/i/web/status/1…

2021-06-30
17:30:31

 @captainkirk_15 Securitybedrijf meldt dat aanvallers actief misbruik maken van Cisco ASA-lek;
tenable.com/blog/cve-2020-…

2021-07-01
04:11:13

 @NUKIB_CZ Upozorňujeme na aktivní zneužívání starší zranitelnosti Cisco ASA (CVE-2020-3580) po
nedávném vydání proof-of-conce… twitter.com/i/web/status/1…

2021-07-01
08:31:35

 @GOVCERT_CZ Upozorňujeme na aktivní zneužívání starší zranitelnosti Cisco ASA (CVE-2020-3580) po
nedávném vydání proof-of-conce… twitter.com/i/web/status/1…

2021-07-01
08:31:49

 @ceskoo_cz @NUKIB_CZ: Upozorňujeme na aktivní zneužívání starší zranitelnosti Cisco ASA (CVE-2020-
3580) po nedávném vydání pro… twitter.com/i/web/status/1…

2021-07-01
09:10:21

 @ipssignatures The vuln CVE-2020-3580 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/NUKIB_CZ/statu… #pow1rtrtwwcve

2021-07-01
13:06:02

 @ericWadeFord @Cisco ASA and FTD devices vulnerable to #CVE-2020-3580 are being actively targeted by
threat actors therecord.media/cisco-devices-…

2021-07-01
14:25:58

 @IdappcomLtd June 2021 - Updates! Highlight: Cisco ASA and FTD sofware XSS attacks - CVE-2020-3580
Unauthenticated, remote attac… twitter.com/i/web/status/1…

2021-07-02
11:17:23

 @grevelo1 CÓDIGO DE EXPLOTACIÓN PARA CVE-2020-3580, LA FALLA #XSS EN DISPOSITIVOS
CISCO ES PUBLICADO EN LÍNEA. buff.ly/3jmyH3e

2021-07-03
19:30:00

 @ipssignatures It's new to me that Astaro has a protection/signature/rule for the vulnerability CVE-2020-3580.…
twitter.com/i/web/status/1…

2021-07-11
03:02:01

 @ipssignatures It is the first time for me to know a protection/signature/rule for the vulnerability CVE-2020-3580.
#Sbrxviqz52bcl2

2021-07-11
03:02:02

 @foundbugs Nuclei just found me CVE-2020-3580, filled up the report and upon clicking submit a big alert
box with "Yes, we alr… twitter.com/i/web/status/1…

2021-07-20
02:01:22

 @ipssignatures It's new to me that CheckPoint has a protection/signature/rule for the vulnerability CVE-2020-
3580.… twitter.com/i/web/status/1…

2021-07-20
09:02:01

 @ipssignatures I know one more IPS that has a protection/signature/rule for the vulnerability CVE-2020-3580.
ipssignatures.appspot.com/?cve=CVE-2020-… #Sbrxviqz52bcl2

2021-07-20
09:02:01

 @PhilippeDelteil So, get this. Reported a XSS due to CVE-2020-3580 in @Hacker0x01 was marked as
duplicated. Other report is LFI due… twitter.com/i/web/status/1…

2021-07-27
06:55:05

 @_secret_letters Time to manually verify CVE-2020-3580 and start some #bugbounty #writeups for #hackerone ?
https://t.co/ZmvWPxnukL

2021-07-31
04:51:46

 @goprivacy1 Cisco security devices targeted with CVE-2020-3580 PoC exploit: Attackers and bug hunters…
dlvr.it/S4w208… twitter.com/i/web/status/1…

2021-08-02
21:43:34

 @MrHackerCo Exploit code for XSS vulnerability CVE-2020-3580 in Cisco devices published online #hacker
#hacking #cybersecurity… twitter.com/i/web/status/1…

2021-09-07
20:11:22

 @ipssignatures It's new to me that Hillstone has a protection/signature/rule for the vulnerability CVE-2020-3580.
… twitter.com/i/web/status/1…

2021-09-13
08:02:01

 @ipssignatures I know 2 other IPSs that have protections/signatures/rules for the vulnerability CVE-2020-3580. 2021-09-13
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 @ipssignatures I know 2 other IPSs that have protections/signatures/rules for the vulnerability CVE-2020-3580.
ipssignatures.appspot.com/?cve=CVE-2020-… #Sbrxviqz52bcl2

2021-09-13
08:02:01

 @ipssignatures It's new to me that proofpoint has a protection/signature/rule for the vulnerability CVE-2020-
3580.… twitter.com/i/web/status/1…

2021-09-22
02:02:01

 @ipssignatures I know 3 other IPSs that have protections/signatures/rules for the vulnerability CVE-2020-3580.
ipssignatures.appspot.com/?cve=CVE-2020-… #Sbrxviqz52bcl2

2021-09-22
02:02:01

 @transhackerism @uuallan What about all the CISCO RCE's? RV320's, etc. CVE-2020-3580 for all the ASA's that
were hit too when tha… twitter.com/i/web/status/1…

2021-09-24
22:21:32

 @d4rk_hors3 [POC] Reflected XSS Vulnerability due to CVE-2020-3580 | bug bounty #bug... Link:
youtu.be/f015wPeMiJ8 via… twitter.com/i/web/status/1…

2021-10-04
03:37:41

 @infinityABCDE ?PoC for XSS in Cisco ASA (CVE-2020-3580) POST /+CSCOE+/saml/sp/acs?tgname=a
HTTP/1.1 Host: ciscoASA.local Content… twitter.com/i/web/status/1…

2021-10-23
16:21:27

 @d4rk_hors3 [POC] US gov of energy XSS Vulnerability due to CVE-2020-3580 | bug bounty #bugbounty
#reflected Link:… twitter.com/i/web/status/1…

2021-10-25
03:19:13

 @wah_haz I know this is N/A, I want to make the exploit script like CVE-2020-3580, but its already fixed :(( 2021-11-08
03:27:17

 @3nc0d3dGuY Received 100 dollars on Rose Day ? from a VDP. Bug :- Exploited CVE-2020-3580. 2022-02-07
08:40:51

 @zy9ard3 @kenansec @GodfatherOrwa Not possible for CVE-2020-3580 2022-03-21
09:22:28

 @iamshooter99 #07 Reflected XSS (CVE-2020-3580) youtu.be/pMA4QXTHV9U #Mission1920 #bugbountytips
#bugbounty #bugbountytip… twitter.com/i/web/status/1…

2022-03-24
07:22:41

 @Hashirama_121 Cisco ASA Software and FTD Software Web Services Interface XSS (Direct Check) CVE-2020-
3580 https://Domain/+CSCOE+… twitter.com/i/web/status/1…

2022-04-22
12:21:50

 @RemotelyAlerts Severity: ? | Multiple vulnerabilities in the web serv... | CVE-2020-3580 | Link for more:
alerts.remotelyrmm.com/CVE-2020-3580

2022-05-26
16:30:07

 @AnonY0gi Hello everyone our new video regarding CISCO ASA XSS (CVE-2020-3580) .Check it out
youtu.be/SjKa2RVoHUE… twitter.com/i/web/status/1…

2022-10-15
14:52:40

 @ipssignatures The vuln CVE-2020-3580 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/AnonY0gi/statu… #pow1rtrtwwcve

2022-10-16
04:06:00

@computerauditor
Day 114: • Learning about CVE-2020-3580 � #learn365 2022-10-24

18:11:50

 /r/Cisco PSA: Cisco ASA Bug (CVE-2020-3580) Now Actively Exploited as PoC Drops 2021-06-26
02:16:08

 /r/cybersecurity Cisco security devices targeted with CVE-2020-3580 PoC exploit - Help Net Security 2021-06-30
04:36:19
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